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A cynic’s view of Cloud Computing 
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= The Internet 

The more the data banks record about each one of us, the less we exist.  

Marshall McLuhan 1911 - 1980  



Cloud Computing 
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C = Internet2  



Example Cloud Applications 

• SalesForce.com - CRM  

• Google’s Gmail and Microsoft’s Hotmail 

• MYOB Live Accounts 

• Amazon Web Services 

• eBay, Dropbox, TripAdvisor …… 



GAP Workshop on Cloud Computing 2011 
1.Innovation & the dissolving of national borders render 

traditional approaches irrelevant. Offers great benefits in 

citizen-centric service which should not be stymied by the 

hyping of privacy concerns  

2.'Cloud computing' has the ability to revolutionise computing, 

but requires safeguards & incentives to promote its adoption 

3.Telecommunications regulation requires reform to encourage 

investment necessary to modernise Australia's broadband  

4.'Responsive' regulation & self-regulated standards can be used 

as an effective alternative to 'black letter' legislation   

5.Regulatory reform can encourage investment & economic 

activity by reducing the burden of 'red tape' on businesses & 

individuals 
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Do we trust the Cloud? 

• If we provide personal information, can we trust the 

Cloud provider not to lose it? 

• If we provide personal information, can we trust the 

Cloud provider not to misuse it? 

• If we are dealing with a reputable Cloud provider, how 

do we know that “they are really them?” 

Some questions? 
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Do we trust the Cloud? 

• We do trust the “herd & heard” 

• … but are we sure the reviews aren't nobbled? 

TripAdvisor and eBay 
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Do we trust the Cloud? 

• Are we sure the email or site is who it claims to be? 

Be sceptical but not cynical 
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Do we trust the Cloud? 

Unfortunately, things do go wrong, even with the best intentions 

The “unsinkable” Titanic 
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Epson hack  
 
 • Epson Korea has been hit by a massive data breach, 

involving the personal information of 350,000 customers. 

• Hackers stole information including passwords, phone 

numbers, names, and email addresses 

• A warning was posted to the Epson website, advising 

customers to change their passwords 

 

 

22nd August 2011 
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Sony Hack (s) 
Sony PlayStation suffers 3 data breaches 
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Sony suffered a massive breach in its video game online 

network that led to the theft of names, addresses and possibly 

credit card data belonging to 77 million user accounts. Sony 

learned that user information had been stolen from its 

PlayStation Network but did not tell the public for seven days. 



And closer to home - Distribute.IT  
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... security experts warned that thousands of websites were 

vulnerable to being hijacked and extensive private data 

were at risk of being stolen. 

"The overall magnitude of the tragedy and the loss of our information 

and yours is simply incalculable; and we are distressed by the actions of 

the parties responsible for this reprehensible act," Distribute.IT said. 



The rise of Hacktivism 
Defacing Web Pages, Web Sit-ins, E-mail Bombing - 1989 
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What is the difference between a patriot and a traitor?  



The rise of Hacktivism 
“This could blow the cover of informants” 
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Driven by a crime economy 

Some of the worst breaches have cost businesses 

many hundreds of thousands of dollars, and involved 

significant loss of credit card information and customer 

information. Yet it seems that none of the breaches 

handled by forensic investigators Verizon and Klein & 

Co have been reported by the media. 



Slow progress … 
May 2011 
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The Privacy Minister, Brendan O'Connor, said he was ''very concerned'' 

about the theft of personal information and expressed disappointment 

that Sony took ''several days'' to inform customers about the breach. This 

meant a mandatory ''data breach notification'' system now ''appears 

necessary'', he said. 

Move to tighten privacy rules 

The federal government will introduce laws forcing companies to 

disclose privacy breaches after Sony revealed that more than 1.5 million 

Australian user accounts were compromised in the recent attack on its 

PlayStation Network. 



Slow progress … 
… but back in August 2008 
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The report makes 295 recommendations to the existing Privacy 

Laws and practices, of which, a recommendation for mandatory 

data breach disclosure is included. 



The good guys fight back 

• Romanian police arrest 70 phishers and fraudsters 

• Directorate for Investigating Organised Crime and Terrorism (DIICOT) - 70 

arrested in Romania assisted by FBI 

• USA  & international ZBot investigation - 60 people charged related to the 

Zeus botnet malware 

• Japanese malware arrest - file-sharing vigilante suspect nabbed - The 

arrest follows new Japanese legislation which criminalises malware 

• Interpol & Singapore Police Force - global complex will boost efforts to 

curb cybercrime 

• Australian Federal Police (AFP) High Tech Crime Operations  

Improved international cooperation  



Cloud Storage  

• Reveals data to third party 

• Cloud is location-less 

• Cross border 

• PCI DSS non-compliance 

Risks 
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Cloud Encryption  

21 

Tell password: ***** 

iPad, iPhone, Android 



So should we trust the Cloud? 
It depends with what … and then do it with caution 



There is help and information 
Stay informed and ask questions of your provider 
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