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Introduction 

Identity theft affects thousands of Australians every year. Recent estimates have put the number of 

affected Australian citizens at 770,000 in 2015, with almost one in five Australians having their personal 

information stolen or compromised at some point in their life (Veda Group 2015). A number of identity 

theft threats exist, generally revolving around the illegal access to personal and financial information: while 

such identity theft has traditionally involved the physical theft of identity documents and personal mail, 

newer attacks are moving to electronic means, such as online social media and other information 

communications tools and services (e.g. smartphones) to collect identity information. Perpetrators then 

use this information to drain their victims' bank accounts, impersonate them online, secure loans, or 

commit other frauds such as blackmail and extortion. Countries around the world, such as the United States 

and United Kingdom, are also working to understand and overcome this international threat.  

In August 2016, researchers at the Australian National University partnered with IDCare, Australia’s identity 

support service, to undertake a research project for the Australian Communications Consumer Action 

Network (ACCAN). This research project aims to better understand identity theft victim reporting in 

Australia, and especially the role played by information and communications technology in identity theft 

attacks. 

This report, the first to be produced in the project, represents the foundational theoretical framework for 

the project. This document provides a review of prior research knowledge regarding identity theft, based 

on completed research studies published in international research journals. The report synthesizes 

approximately 200 research articles across a range of disciplinary areas. The report identifies conceptual 

themes in prior literature and also identifies gaps in understanding and knowledge. The document then 

develops a conceptual framework to organise this prior literature, and a nomological network to identify 

the paths of enquiry that will form the basis of the next stage of the research project. The document hence 

represents the first step of the subsequent study into identity theft commission and detection in Australia. 

Sigi Goode (Research School of Management, ANU, 2017) 
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Methodology 

We first conducted a structured literature review of prior research into identity theft. Our philosophical 

goals in conducting this literature review were threefold. First, we sought to holistically understand current 

conceptual knowledge regarding identity theft. Because different disciplines might evidence different 

perspectives and types of knowledge regarding identity theft, a multidisciplinary search across literature 

bases was needed. Second, we wanted to identify and better understand the gaps in present knowledge. 

Third, we sought to develop a conceptual and methodological framework that could be used to inform our 

subsequent data analysis approaches in later stages of the project.  

We used a multi-stage approach to finding articles in the literature review. We took a multidisciplinary view 

of the nature of identity theft, as recommended by Halperin and Backhouse (2008). Following further 

recommendations from Smith et al. (1996) and Smith et al. (2011), we aimed to be as inclusive as possible 

in our literature search and so took a broad approach to finding literature sources: accordingly, we did not 

restrict our search to any particular disciplinary area. We sought a well-founded basis on which to 

categorise and synthesize prior work and hence we sought only completed studies in published journal 

articles. 

The first step was to collect and collate an initial corpus of research literature. To do this, we used a set of 

conceptual ‘seeds’ from which to grow a larger literature corpus. To begin, we used a keyword search to 

identify an initial group of relevant papers in prior identity theft literature. We used search terms to 

describe identity theft based on the labels discussed by Jamieson et al. (2012), including “identity theft”, 

“identity crime”, “identity takeover”, “false identification”, “passport fraud” and others. We accepted all 

papers published up to and including 2016. This process provided an initial group of key research papers; 

we reviewed these papers in order to identify additional relevant identity theft terms, and then used these 

terms in a large scale literature search across major literature search engines including Google Scholar, 

Scopus and EBSCO. This initial search yielded a group of 2482 papers. 

The second step involved refining the literature corpus. From this initial group of papers, we eliminated 

duplicate papers, and articles that did not focus substantially on identity theft as a criminal activity. For 

example, many papers used identity theft to justify other work (such as research into encryption, botnets 

and botnet detection). Some papers used the term “identity theft” when discussing the appropriation of a 

historical, national or antique culture (e.g. Gleason 2011; Mazzarella 2004; Noy 2009). Third, a number of 

papers cited identity theft as a potential weakness when developing identity-based and identity-dependent 

systems, such as large-scale databases or smart card implementations. We excluded these types of papers 

from the literature corpus on the basis that they did not substantially address the concept of identity theft 

itself. This step left us with 216 core papers that formed the basis of our literature corpus. 

We obtained, read and summarised each paper in the corpus. We identified concepts using an iterative 

process to switch to and from our library of concepts and the literature articles, following advice from 

Webster and Watson (2002) regarding processes for conceptual identification. As we read each paper, we 

searched our concept library in order to identify relevant concepts. Then, we amended the concept bank in 

turn to include the new concepts arising from each paper. This iterative approach allowed us to grow the 

concept library while remaining faithful to the literature at hand.  
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The third step was a process of conceptual application. From our structured literature corpus, we returned 

to the wider literature base in order to observe how these concepts were being applied and discussed in 

the wider literature. This stage was useful for three reasons. First, it yielded a richer basis of conceptual 

understanding. Second, it allowed us to understand how these concepts were being applied practically. 

Third, it allowed us to identify studies that spanned multiple conceptual categories. The rest of this report 

describes this conceptual application in the wider literature. 

 

 

 

Figure 1 Literature search approach 
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A Structural Analysis of Prior Literature 

We first present a structural analysis of the more than 200 research articles that comprised our literature 

corpus. These research articles were published in journals across a range of disciplinary areas. Table 1 

shows the breakdown of the top 15 discipline areas. Computer Science was the most popular field, 

followed closely by Criminology. Interestingly, despite mention of medical identity theft in the popular 

literature, only five journals in the Health and Medicine category published articles that focused on identity 

theft. 

Table 1 Disciplinary areas of journals publishing identity theft studies 

Discipline n Discipline n 

Computer Science 32 Health and Medicine 5 

Criminology 27 Psychology 5 

Information Systems 21 Sociology 5 

Law 20 Applied Economics 4 

Library and Information Studies 8 Communications Technologies 3 

Marketing 7 Engineering 3 

Policy and Administration 7 Anthropology  2 

Business and Management 6   

 

The literature corpus spanned the period 1999 to 2016. Figure 2 shows that the number of published 

identity theft studies has been growing. Only one paper in our literature corpus was published in 1998, but 

this number had grown to 18 papers by 2010. Early papers tended to be from the telecommunications field. 

By 2004, the number of fields publishing research into identity theft had grown to six in our corpus.  

 

Figure 2 Frequency of publication of identity theft research articles, by year 
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Major Concepts in Prior Literature 

As discussed above, we reviewed each paper in order to determine salient concepts. We iterated between 

papers and the library of concepts in order to make sure that the library accurately reflected their 

development in prior literature. Fundamentally, prior literature on identity theft is disaggregated and still 

largely immature (Eisenstein 2008; Anderson 2006; H. Copes et al. 2010). While the number of published 

research works into identity theft is increasing, theory and concepts are still developing and it remains 

difficult to identify clear lines of argument development through prior literature. In total, we found a 

number of concepts which we grouped into 14 main clusters. These conceptual clusters are discussed 

below. 

Conceptualising the victim 

Accessing identity theft victims in order to understand their behavioural makeup is a challenge for identity 

theft research, echoing difficulties in information security research more broadly. We could find only a 

small number of papers in the corpus that focused on this aspect of identity theft. Clearly, there is also an 

inherent bias in identifying identity theft victims, as with all security research, in that only identified victims 

can be studied: further, guilt, shame, and embarrassment may prevent many of these individuals from 

participating in such studies (von Lampe 2008; Heith Copes, Vieraitis, and Jochum 2007; Deem 2000; Van 

der Meulen and Koops 2011). Typically, most research into identity theft victims takes place long after the 

identity theft incident itself, which may also affect respondents’ ability to recall events and behaviours. 

Understanding victim behaviours, activities, and pathologies yet requires more work.  

Prior research conceptualises the identity theft victim in several different ways. Most prior research into 

identity theft adopts an implicit conceptualisation of the victim of an identity theft attack. Consumers, 

generally, are seen as especially attractive targets for identity theft, first because they are likely to have 

access to identity credentials, identity verification knowledge, and financial resources (Marron 2008; Lacey 

and Cuganesan 2004), and second because they may be untrained and uninformed about procedures and 

risks (Butler 2007; Gilbert and Archer 2011; Seda 2014; Albrecht, Albrecht, and Tzafrir 2011). The victim is 

sometimes portrayed as unlucky or careless with their identity credentials (Hoar 2001; Hinde 2003; 

Whitson and Haggerty 2008; Siegel 2006; Whitson and Haggerty 2007; Kirk 2014). In some cases, the victim 

is also careless with identity tokens, with the information systems that hold this identity information, and 

through poor device use or poor password selection (Hinde 2003; Hinde 2005; Furnell 2010). Importantly, 

much of this work emphasizes the point that while it would be easy to blame such victims for being at least 

partly complicit in the identity theft attack, through inattention, ignorance, misunderstanding or sometimes 

direct misuse (Furnell 2010) this blame is not always appropriate (H. Copes et al. 2013). Victims are, in the 

main, seen as rational, informed actors (Turner, van Zoonen, and Harvey 2014), but a set of core factors 

likely exacerbates the risk of becoming a victim of identity theft, including certain demographic 

characteristics (Anderson 2006), risky activities, insufficient precautions (Anderson 2006) and reluctance to 

report suspicious activity (H. Copes et al. 2010; K. Holtfreter et al. 2015). Also, there is evidence that online 

users, at least initially, are often unaware of the risk of identity theft (Tow, Dell, and Venable 2010; K. 

Holtfreter et al. 2015; Furnell 2010): in contrast, some of these online users actually proactively advertise 

their most important attributes, activities and features to strangers in order to acquire social popularity 

(Furnell and Botha 2011), regardless of the perceived risk to their personal information and privacy (J. Chen 
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et al. 2014; Venkatanathan et al. 2014). Experimental work has shown that online users may become even 

more risk-seeking if they are aware that identity protection measures are in place (Poindexter, Earp, and 

Baumer 2006), possibly because they overestimate the effectiveness of electronic identity theft 

countermeasures (Dilla et al. 2013). 

In other cases, the victim is conceptualised as unaware and remote from the attack. In this stream of 

research, the victim does not play a significant active role in the identity theft incident: instead, their 

identity details are obtained through a third party such as a service provider or social network (Patsakis et 

al. 2015; Patsakis et al. 2014; Fire, Goldschmidt, and Elovici 2014; Norouzizadeh Dezfouli et al. 2016), are 

stolen before the victim receives them (Mercuri 2006), or are fabricated without the victim's involvement 

(Marron 2008; Jamieson et al. 2012; Seda 2014). In some cases, the identity thief may create a viable 

composite identity using identity credentials and documentation from a variety of victims (Phua et al. 

2012). In this vein, some early work argued that customers ought to bear the principal burden of combating 

identity theft (A. D. Smith 2005): this may be because early incidents of identity theft were overwhelmingly 

undertaken with paper-based documentation rather than via computer technology (Mercuri 2006; Halperin 

and Backhouse 2008), and customers were better able to protect these paper-based documents.  

In comparison, a very small amount of research explicitly conceptualises the identity theft victim. These 

studies typologise the victim by explaining their identity characteristics, usually in order to explain in 

general terms how they were involved in the identity theft and their role in recovering from the attack 

(Whitson and Haggerty 2008). The majority of such research is based on North American data and case 

files. Demographically, profiles of victims in prior work seem mixed: 

 Those who are female, black, young, and low income are disproportionately victimised by existing 

bank account fraud (H. Copes et al. 2010) 

 Males, older individuals, and higher income earners were more likely to be identity theft victims (B. 

W. Reyns 2013) 

 Victims tended to be white and male (Allison, Schuck, and Lersch 2005) 

 The risk of identity theft appears to be higher for people with higher incomes, younger consumers, 

and females (Anderson 2006)  

Behaviourally, profiles of victims seem more consistent: 

 Individuals who use the internet for banking, emailing and instant messaging are 50% more likely to 

become identity theft victims (B. W. Reyns 2013)  

 Users with lower self-efficacy are less able to avoid phishing attempts (Arachchilage and Love 2014) 

 Females were less concerned about identity theft risks when purchasing online (Predmore et al. 

2007) 

Broadly, there is evidence that socio-demographic factors can explain at least some identity theft 

victimhood. For instance, race and ethnic background appears to affect victim propensity (Lane and Sui 

2010) – accordingly, geographical location of the victim also has a bearing on how the victim is initially 

attacked, possibly because this factor affects where they conduct their business (Anderson 2006). Cultural 

background also appears to have an effect on awareness of and predisposition towards identity theft (Al-



ACCAN GRANTS SCHEME 

7 

Hamar, Dawson, and Al-Hamar 2011; Keaney 2009), possibly due to varying norms of trust in these cultures 

(Crompton 2010). 

Identity credentials and documentation 

Comparatively few papers focused exclusively on identity credentials alone – most research work discussed 

identity documentation within the context of a particular crime or industry. Research papers that did focus 

on the theme of identity credentials could be divided into four subgroups. First, numerous papers discussed 

the role of identity credentials in an identity theft attack (often without specifying or analysing the nature 

of those credentials). A prominent theme in this stream of research is that the success of the identity theft 

attack is heavily influenced by the type of identity credential available to the attacker (LoPucki 2001; 

Marshall and Tompsett 2005; Sovern 2002; Lai, Li, and Hsieh 2012). More extensive and personally intimate 

identity details afforded the attacker a wider array of abilities and opportunities in committing fraud (H. 

Copes and Vieraitis 2009). Accordingly, research in this stream sometimes highlights the importance of 

certain types of identity documents in identity theft, such as social security numbers (Berghel 2000; 

Acquisti and Gross 2009; Neumann 1997; Puckett 2009), but further work is needed to understand how 

such documentation is actually used in subsequent frauds. 

A second stream of research focused on which identity credentials have been popular in identity theft 

attacks. Government-issued photographic identity documents, such as passports and driver licences, 

appeared to be the most popular identity credentials sought by identity thieves (Rudner 2008; Grijpink 

2005) possibly because these credentials afforded the attacker the easiest and fastest method for exacting 

a financial benefit (Lynch 2005; Marshall and Tompsett 2005; Angell 2008; R. G. Smith and Budd 2009; 

Barraclough et al. 2013), because these documents allow the identity thief to conceal their own identity 

(Allison, Schuck, and Lersch 2005), and because government-issued identity documentation is deemed 

highly trustworthy. Banking and payment details, especially credit card and bank account numbers (Kahn 

and Roberds 2008), are also commonly targeted.  

A third stream of research tended to focus on developing more robust identity documents, particularly for 

use in online transaction environments (Marshall and Tompsett 2005; Berghel 2000; A. D. Smith 2005). The 

development of more secure computer login methods, particularly stronger passwords, has been a 

prominent theme in this work (Bang et al. 2012; L. Zhang and McDowell 2009). Other studies of this type 

have examined the use of biometric identity management systems, in which either a user’s particular bodily 

features (e.g. facial features, fingerprints) or behavioural idiosyncrasies (e.g. typing speed or keystroke 

frequency) are used to verify or identify individuals (Ngugi, Kahn, and Tremaine 2011; Grijpink 2005). A 

number of studies have since questioned the privacy implications and identity theft prevention benefits of 

such initiatives (Grijpink 2006; E. A. Whitley and Hosein 2008; Chollet et al. 2012; M. L. Johnson 2004).  

As a reaction to the multitude of identity documents needed by a citizen in their daily life, another stream 

of research has focused on the development of national identity cards. Such cards are designed to securely 

store a selection of identity tokens that can be used to access government and some private services (E. A. 

Whitley et al. 2007; M. Jackson and Ligertwood 2006). Examples of such cards include the Australia Card 

(Cradduck and McCullagh 2008), the Malaysian MyKad card (W. H. Loo, Yeow, and Chong 2011) and the UK 

Identity Card (C. Sullivan 2008). Ethical and privacy concerns regarding these implementations persist 

(Joinson et al. 2006; Neumann and Weinstein 2001), despite not all of these examples still being in use.  
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A fifth stream of research focuses on the use of third-party provided documentation to verify identity 

claims. Typically, this approach involves the use of authorised third party identity documentation such as a 

driver’s licence, passport or biometric passport upon account creation and again at the point of customer 

contact (Judson, Haas, and Lagu 2014; Grijpink 2005; He et al. 2014; Modi et al. 2013) where these identity 

tokens are furnished by a first party, presented by a second party, and validated by a third party (W. Wang, 

Yuan, and Archer 2006). Despite concerns regarding privacy threats and technical weaknesses in federated 

identity management systems (Hansen et al. 2004; Madsen and Itoh 2009), particularly among third party 

providers, there remains a strong voice in the literature regarding the benefits of such systems, including 

more economical security arrangements, more consistent developer tools and procedures, and easier 

deployment in new environments (Cavoukian 2008; Torres, Nogueira, and Pujolle 2013). The cloud 

computing industry, in particular, has been a theatre for this type of research (Bhargav-Spantzel, 

Squicciarini, and Bertino 2006; Ghazizadeh et al. 2012; Sengupta, Kaulgud, and Sharma 2011). Identity 

federation, whereby an individual can access multiple protected systems using a single set of identity 

credentials, has also been identified as a practical solution to the problem of users holding multiple 

identities in the online space (Damiani, di Vimercati, and Samarati 2003) given that such behaviour makes it 

difficult to keep all such identifies secure. Holding multiple identifies can compromise trust between 

transaction partners, especially if third parties are involved (Satchell et al. 2011; Smedinghoff 2012): other 

research along these lines examines the role of third party trust seals in improving perceptions of and 

ameliorating the risk of identity theft in online transactions (Jiang, Jones, and Javie 2008). 

Conceptualising the attacker 

The identity thief is at the heart of an identity theft attack, however very little research has focused on 

understanding and conceptualising the nature of the identity theft instigator (Allison, Schuck, and Lersch 

2005; Sharp et al. 2004). Most research into identity theft yielded very general descriptions of identity 

thieves, if they described the attacker at all (H. Copes and Vieraitis 2009). This was a surprising observation, 

given the extent of prior work and the importance of understanding this malicious actor in the identity 

theft process. However, this gap underlines a critical issue in identity theft that an attacker aims to adopt 

another person's identity while simultaneously concealing their own. This problem may mean that a thief's 

identity is only known following successful apprehension and prosecution: however, in most identity theft 

cases, this does not occur and the culprit is never apprehended (Matejkovic and Lahey 2001; Dowe 2005; H. 

Copes and Vieraitis 2009). Identity theft attackers also differ from other types of perpetrators in that they 

cannot easily choose targets based on the amount of money they are likely to be able to obtain (Anderson 

2006) 

Accordingly, gaining access to real identity thieves is difficult. There is little research specifically examining 

the identity of identity thieves, and as with the study of identity theft victims (see above), most such 

research is based on North American identity theft cases. Two principal approaches exist in prior literature. 

The first approach relies on archival data from law enforcement. For example, Gordon et al. (2007) used 

selected US Secret Service cases from the period 2000 to 2006. Allison et al. (2005) used archival data from 

a large Florida police department. Wang et al. (2004) used criminal record data from a Tucson, Arizona 

police department. A number of studies use archival data from the Federal Trade Commission’s (FTC) 

Identity Theft Clearinghouse (Romanosky, Telang, and Acquisti 2011; Higgins et al. 2008; Anderson 2006; 

Sylvester 2004). 
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The second approach requires conventional study participants to think and respond like an identity thief. 

For instance, a study of college students found that self-disclosed identity thieves scored higher on the 

Autism spectrum than other students (Seigfried-Spellar, O’Quinn, and Treadway 2015), also exhibiting 

poorer communication and social skills. A study of high school students found that low self-control and 

deviant peer association were also positively associated with expressions of identity theft behaviours 

(Marcum et al. 2015). However, evidence from Milne (2003) suggests that students possess lower 

awareness of identity theft, but overestimate its incidence. However, the degree to which such participants 

actually approximate real identity theft perpetrators remains unknown. 

Most prior research into real identity theft investigations does not or cannot explore the identity of the 

perpetrator. Prior work that does mention the attacker appears to conceptualise identity theft attackers in 

two ways, largely on the basis of their proximity to the identity theft incident. 

In the first conceptualisation, the identity thief is very close to the attack. The attacker may identify and 

collect the victim's credentials by hand (for example, taking a driver licence from a victim's purse, stealing 

credentials from a mailbox, or service staff making additional copies of a victim's credentials for later use) 

(Downing et al. 2016). Prior work seems to suggest that attackers of this type are easier to apprehend, 

partly because of their physical presence and proximity to the victim or the attack (Sovern 2002; Albrecht, 

Albrecht, and Tzafrir 2011). In prior work, attackers that fall into this category are typically known to the 

victim in some way, and typically have more ready access to their identity documentation (as discussed 

earlier). In some cases, the attacker either acts as or is an agent of an organisation and uses de facto 

authority to gain access to a victim’s identity documentation. For example, the medical literature describes 

cases of “nurse imposters”, who supply forged documentation in order to gain access to patients, and then 

steal patient documentation in order to commit other frauds (Murray et al. 2011).  

In the second conceptualisation, the identity thief is distant from the attack, and the attacker and victim 

never come into physical proximity (B. W. Reyns 2013). Here, the attacker gains access to a victim's 

credentials perhaps by purchasing them from a third party, by exploiting a weak password or other system 

weakness, or even by guessing or fabricating parts of a victim's identity credentials. Prior work suggests 

that perpetrators of this type are harder to apprehend because of their separation from the attack. 

Attackers that fall into this category are not initially known to the victim, however they may become known 

to the victim through a variety of means including phishing and spear-phishing, cold calling, infecting the 

user's computer with malware, or outright demands for money or other benefits. 

Among studies that use their own (usually North American) proprietary data, descriptions of actual 

offenders vary: 

 The typical apprehended offender is African American, female, unemployed, working alone, and 

are unknown to victims (Allison, Schuck, and Lersch 2005) 

 Offenders are mainly male, typically students, working alone, usually aged between 15 and 20 

years old, and most do not have criminal records (Y. Chen et al. 2005) 

 Most offenders are African American, male and aged between 25 and 34 years (Gordon et al. 2007) 

 Most offenders are white, aged between 25 and 44 years of age, and were college educated (H. 

Copes and Vieraitis 2009) 
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Identity theft motives 

The vast majority of prior research does not conceptualise or detail the motivations behind identity theft 

attacks (H. Copes et al. 2013). The primary motivation assumed in much prior literature is the desire to 

acquire a financial benefit (Allison, Schuck, and Lersch 2005), however there is argument that this is not 

always the case (Perl 2003). 

Motivations other than the desire to acquire a financial benefit are also discussed, to a lesser extent. These 

motivations include a desire for revenge against the victim, possibly for a bad inter-personal or romantic 

relationship (Spitzberg and Hoobler 2002) or a bad business transaction or employment relationship (W. 

Wang, Yuan, and Archer 2006); the simple challenge of stealing a person's identity (Grabosky 2007); the 

need for a ‘clean’ identity through which to acquire travel documents (La Fors-Owczynik 2016; Rudner 

2008); the psychological satisfaction of controlling another person (S. L. Jackson 2015); the desire to either 

build a reputation in criminal circles or to destroy the reputation of a victim (Hoar 2001; Romanosky, 

Telang, and Acquisti 2011; Lynch 2005; Solove 2003); the desire to evade police detection for an unrelated 

crime (G. Wang, Chen, and Atabakhsh 2004); and the simple desire to cause disruption and upheaval (Z. 

Zhang and Gupta 2016). Underlying some of this research is the charge that identity-dependent systems 

are so complex that they cannot be effectively managed, or that their weaknesses are difficult to identify 

(Amori 2008). 

There is evidence that perpetrators go through stages of experimentation and confidence-building when 

attempting to acquire an identity (Albrecht, Albrecht, and Tzafrir 2011). This finding suggests that their 

motives may change over the course of an identity theft attack. However, the nature of these changes, if 

they exist, is not well understood. In the wider criminological literature, there is a stronger understanding 

of the relation between motives and criminal outcomes; however, the relation between motives and 

identity theft outcomes requires further research. 

Identity theft commission 

The commission of identity theft has been conceptualised in a variety of ways in prior literature. The 

majority of prior work in this cluster provides general descriptions of how identity theft is committed. The 

overall picture portrayed by these studies is that a number of participating factors affect identity theft 

commission; however, papers typically only examine a subset of these factors in any one study. Having 

reviewed the literature in this area, we have grouped these factors, broadly, into three main conceptual 

subgroups. 

The first subgroup of studies relates to the technical means of identity theft commission. Within these 

descriptions, the primary mechanisms for identity theft are credit card skimming, either automatically 

(Sproule and Archer 2010), remotely (McPhail et al. 2009) or with the face to face involvement of a 

checkout clerk or other credit card handler (Downing and Geller 2012; Downing et al. 2016; Mik 2012), 

either using automatic electronic devices (in newer literature) or by collecting credit card receipt slips 

(typically in older literature) (Towle 2004); dishonest or complicit retail or call centre staff (Moir and Weir 

2009); inadvertent disclosure of customer information in corporate, legal or court filing documents 

(Caughey 2004; LoPucki 2009; M. E. Johnson 2008) or in publicly available databases such as an electoral 

roll or registers of company ownership (Gordon-Till 2005); inadvertent leaking of personal data through 

incorrectly configured or malicious system and device features (A. Loo 2009; Ahmadinejad and Fong 2014; 

Madhusudhan and Mittal 2012); inadvertent leaking of personal information through incorrect disposal of 
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data storage devices (Jones et al. 2009; Bennison and Lasher 2005); among users of online systems such as 

online dating tools (Rege 2009), job and employment boards (Sweeney 2006), multiplayer network games 

(Y. Chen et al. 2005), and virtual worlds (Dilla et al. 2013), especially when virtual game items can be bought 

and sold (Woo, Choi, and Kim 2012); phishing and spear-phishing, involving collecting a person's details 

electronically using a phony email message or letter (Bose and Leung 2014; Ramanathan and Wechsler 

2013); and keystroke snooping, typically by way of malicious software, Trojan horses, viruses and other 

malware installed on the victim's computer (Mercuri 2006; Eisenstein 2008).  

The second subgroup of commission-related studies relates to human level factors. These factors describe 

human relationship concepts that contribute to the commission of identity theft. Prior work argues that 

identity theft perpetrators are often known to the victims (Finn and Banach 2000; Perl 2003; Philpott 2006; 

Van der Meulen and Koops 2011; Southworth et al. 2007) as room-mates, friends, ex-partners or family 

members. However, very little work has empirically examined the substantive differences between familiar 

“friendly fraud” (E. B. Kim 2013) and unfamiliar identity theft attacks (Bradford W. Reyns 2010). A small 

number of studies also examine the role of family members in committing identity theft; social engineering, 

whereby an attacker uses persuasive conversational techniques to discover or apply a victim's credentials 

(Aburrous et al. 2010; Kirda and Kruegel 2006); and impersonation, whereby either an attacker pretends to 

be the victim in order to gain access to accounts, services or further credentials (Salem and Stolfo 2012; 

Bustard et al. 2014), or an attacker creates a new masquerade identity (Kemp et al. 2016; Vidal, Orozco, 

and Villalba 2016; He et al. 2014). In these cases, intimate knowledge of the victim can enhance the likely 

success and resulting damage of the attack. 

The third subgroup of commission-related studies relates to behavioural factors. These studies describe the 

behavioural actions that might leave an individual or an organisation vulnerable to identity theft. Within 

this cluster, routine activities (such as regular website visits, or similar passwords across websites) (B. W. 

Reyns and Henson 2016; B. W. Reyns 2013; Williams 2016; Bang et al. 2012), predisposition not to report 

suspicious activity, and risk-seeking activities (H. Copes et al. 2010) may increase the chance of an identity 

theft attack. There is also evidence that routine internet access (e.g. public internet access terminals) and 

visits to certain types of website visited (such as online auctions and private sales) may also increase 

identity theft propensity (Williams 2016). Available evidence suggests that victims are still more likely to 

infect themselves with malware rather than via external infection (Greamo and Ghosh 2011). Within this 

group, there is some discussion on the role of third parties in accidentally disclosing sensitive identity data 

to an attacker (McKelvey 2000; Gerard, Hillison, and Pacini 2005). Such mechanisms could be via data 

breaches (R. E. Holtfreter and Harrington 2015; Garrison and Ncube 2011), accidentally leaving customer 

data in an accessible place, for instance by not securely disposing of old documents; and accidental loss, for 

instance through losing a laptop or USB memory stick. Among the vectors for identity theft, inadvertent 

disclosure remains a popular discussion point in prior literature, especially as a means to justify additional 

security and legal countermeasures.  

Example techniques of committing identity theft are shown in Table 2. Importantly, while prior literature 

does describe the general function of these individual commission techniques, prior literature provides 

almost no analysis of the comparative popularity of these approaches, nor their relative success rates. Very 

little insight is provided into the relative effectiveness of these approaches, particularly among different 

victim groups. 
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Table 2 Example techniques of identity theft commission in prior literature 

Method Description Example Citations 

Credit card skimming Credit card details including 
card numbers and PINs are 
automatically collected at the 
point of sale. 

(Clapper 2010) 

Forging documents Documents are either modified 
to be false, or are solicited 
using false information at 
inception. 

(Kemp et al. 2016; Baechler et 
al. 2011; Rudner 2008) 

Data leakage Personal data are inadvertently 
made available through 
personal devices or device 
features such as Bluetooth 

(A. Loo 2009) 

Data disposal Personal data are inadvertently 
made available through 
incorrectly disposed devices 

(Jones et al. 2009) 

Data inference Third party plugins and 
extensions used to access 
private data using an API 

(Ahmadinejad and Fong 2014) 

Theft of paper documents Paper documents such as 
bank statements are stolen 
from letterboxes prior to 
delivery 

(Mercuri 2006) 

Duplicating documents Making copies of identity 
tokens, such as credit cards 

(Költzsch 2006) 

Hacking biometrics Forging sufficient personal 
identity credentials to acquire 
access to a biometric identity 
token 

(Chollet et al. 2012) 

Computer malware Viruses and trojan horses can 
listen for user identity 
credentials 

(Hinde 2004) 

Device loss A device holding sensitive data 
may be lost, thereby exposing 
the data 

(Hinde 2004) 

Credit card number generators Software tool to generate a 
number that mimics credit card 
digits 

(Hinde 2001) 

Call centre staff Call centre staff who harvest 
identity data from incoming 
calls, to on-sell later 

(Moir and Weir 2009) 

 

Types of identity theft 

Studies in the literature corpus conceptualise identity theft in different ways. While the majority of studies 

see identity theft as an illegal use of an identity, there are a variety of different types of identity theft 

within this conceptualisation, and these appear to vary between studies (H. Copes et al. 2010).  

Importantly, a number of studies aim to catalogue the range of identity theft types. For instance, Koops et 

al. (2009) develops a typology of identity crime, comprising conceptual, technical and legal categories. 

Jamieson et al. (2012) classify identity crimes in an online context. Broadly, we identified seven types of 

identity theft discussed in prior literature. 
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The first and most common type of identity theft occurs where an attacker seeks as great a benefit as 

possible. Here, the attacker obtains the identity credentials of a victim and then assumes their identity 

completely. Here, the attacker assumes the victim's identity as completely as possible to commit various 

identity-related crimes.  

In the second type of identity theft, the attacker seeks to obtain one particular type of benefit and obtains 

only the one or two pieces of identity documentation to directly target that benefit. Examples of this 

approach might be gaining access to a user's social media account (using the victim's username and 

password login pair). Here, the attacker may discontinue the attack once they have obtained the benefit 

they seek.  

In the third type of identity theft, the attacker uses a victim's identity documentation but only temporarily, 

and without any intention to benefit financially. For example, an attacker might use a victim's identity 

documentation to gain access to an age-restricted event such as a cinema, to receive medical treatment 

that they cannot otherwise obtain (Judson, Haas, and Lagu 2014), or to purchase alcohol should they be 

under-age (Arria et al. 2014).  

In the fourth type of identity theft, the attacker creates or fabricates the necessary identity credentials, 

possibly supplementing these with their own identity credentials. The attacker will likely use legitimate 

documentation as a basis, but may create fake names, dates of birth and other individual identity tokens in 

order to build a convincing document. This type of identity theft is sometimes termed, “identity fraud”. 

Examples of this type of identity theft might include purchasing a fake passport for travel into and out of 

sensitive countries (Rudner 2008; Monahan 2009). 

In the fifth type of identity theft, an attacker supplements real identity documentation with fabricated 

documentation, usually to target a particular product or service offering. For example, an attacker may 

possess a victim's bank statements, and then attempts to forge the victim's online banking username and 

password in order to gain access to their account.  

In the sixth type of identity theft, one person borrows identity documents from the legitimate identity 

holder. This exchange may arise from a need to obtain social security benefits, or possibly in order to obtain 

work in a foreign country in which citizenship is not yet held (Horton 2015; Horton 2016; Clough 2015; 

Monahan 2009; Hovey 2009). Employers may also use this technique to mask the identity of illicit 

employees while still claiming employment and other social security benefits (Horton 2016). 

In the seventh type of identity theft, an identity thief attacks a victim’s identity for the purposes of revenge. 

These attacks involve appropriating and publishing personal information or adapting intimate pictures, 

personal communications and social media posts in order to humiliate the victim (Henry and Powell 2016).  

It is also important to note that one type of identity theft can change into another type depending on the 

relative success of the attack: for example, a thief may manufacture part of their victim’s identity and then 

use this counterfeit documentation to obtain real identity documentation for later use. 

Protection and prevention 

Prior literature discusses a number of mechanisms for preventing identity theft. In the main, these 

discussions occur at two levels – the individual and the organisational levels – with subgroups at each level.  
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At the individual level, such preventative discussion is often very general, prescribing protection techniques 

designed to prevent many identity theft attack vectors at once. These techniques usually include protecting 

physical and electronic personal credentials, for instance by shredding personal paperwork or encrypting 

personal identification data (Gilbert and Archer 2011; Milne 2003; Sharp et al. 2004; Whitson and Haggerty 

2007; Perl 2003; Piquero, Cohen, and Piquero 2011); choosing secure passwords (Gilbert and Archer 2011; 

Bang et al. 2012); avoiding risky behaviour, including suspect links in email or SMS messages (Gilbert and 

Archer 2011; Lynch 2005); installing and operating up-to-date anti-virus, firewalls and spyware detection 

software (Eisenstein 2008; Milne 2003; Milne, Rohm, and Bahl 2004); not discussing or otherwise sharing 

personal information with untrusted parties (Kirda and Kruegel 2006); reviewing third party data storage 

credentials prior to transacting or sharing with these third parties (Galiero and Giammatteo 2009; Desmedt 

2005); monitoring identity-handling agencies for irregular behaviour (Gilbert and Archer 2011; Whitson and 

Haggerty 2008; Acquisti and Grossklags 2005; A. D. Smith and Lias 2005). Generally, consumer education 

remains an important step in preventing some types of identity theft attacks (Milne 2003; Gilbert and 

Archer 2011; Marron 2008). 

The second type of discussion at the individual level describes how to protect against specific types of 

identity theft attack methods. A small number of studies discuss approaches for protecting against 

particular types of identity theft, on the grounds that different types of identity thefts may have different 

causes and subsequent effects (Hoofnagle 2007; M. D. White and Fisher 2008). For example, Sullivan (2008) 

argues that smart cards may protect against existing account fraud because they make account 

transactions more complex through the use of an embedded chip that is difficult to duplicate. More studies 

discuss broad spectrum protections against a variety of identity thefts (Albrecht, Albrecht, and Tzafrir 2011; 

Sovern 2004). Many such discussions are legislative or regulatory in nature (Romanosky, Telang, and 

Acquisti 2011; Robert E. Holtfreter and Holtfreter 2006).Once an attack has taken place, common advice in 

the literature involves advising the victim to contact their relevant financial institutions (e.g. banks, 

insurers) to protect their details and begin the recovery process. This process often also involves contacting 

any government or private identity theft and credit monitoring bodies and services (such as Equifax, 

Experian, and TransUnion) (Eisenstein 2008). Some of these groups offer ex ante insurance policies 

expressly for identity theft (Piquero, Cohen, and Piquero 2011). 

Behavioural defences against identity theft appear to rest on individual self-efficacy and coping 

mechanisms. Prior evidence suggests that the stronger an individual’s ability to manage new technological 

and general threats, the less likely they will fall victim to an identity theft attack (Lai, Li, and Hsieh 2012; 

Kerstens and Jansen 2016). Interestingly, there is also voice in the literature that protecting a portion of the 

population against one type of identity theft might offer some ‘herd’ immunity to the rest of the population 

for some types of identity theft, on the grounds that identity thieves are dissuaded from pursuing too many 

unsuccessful attacks lest they be discovered (Eisenstein 2008). Incorporating behavioural modifications into 

daily routines may hence benefit improve protection (B. W. Reyns 2013), possibly beyond that afforded to 

the individual user. 

A second subgroup of research examines identity theft protection and prevention at an organisational level 

and there is a body of work that examines identity theft prevention within organisational systems. A 

prevailing theme in the literature is that identity-dependent systems ought to be designed in order to 

preserve the identity credentials of the users and administrators of these systems (Jakobsson and Myers 

2006; Gao et al. 2011; He et al. 2014). Some prior work argues that organisations that hold personal 

customer and employee identity information also have an ethical and legal duty of care to protect such 
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information (Matwyshyn 2009; Gerard, Hillison, and Pacini 2005; A. E. White 2004; Siegel 2006). While prior 

conceptual work has argued that increased security should reduce identity theft (Lee et al. 2012; Goode 

and Lacey 2011; Tow, Dell, and Venable 2010; Elson and LeClerc 2006), empirical work has found that 

customers’ perceptions of the effectiveness and convenience security and authentication depends on the 

level of perceived financial risk of the transaction itself (Lee et al. 2012): this finding suggests that storage 

of personal data is seen as less important when transactions are not financial in nature. One body of 

research aims to prevent identity theft by studying the effects and benefits of information asset protection. 

This research aims to stop identity theft before it can occur by either preventing access to stored 

credentials (Burns and Roberts 2013) or by enacting processes, training and policies, usually within a single 

company, to more securely handle identity information (Mancilla and Moczygemba 2009). In this stream of 

research, much work has been conducted into various types of encryption and how they might be used to 

protect stored credentials: valuable reviews include Whitley et al. (2014), Yasin et al. (2012), Sabena et al. 

(2010) and Anand et al. (2013). This work also aims to identify operating weaknesses, particularly in 

software, both in the victim's computer and in an organisation's information system ecology. Prior work has 

found that organisational disclosures the implementation of identity theft countermeasures and 

management systems tend to be positively received by the market (Bose and Leung 2013; Khansa and 

Liginlal 2012), with newer countermeasures and earlier adoption receiving a market premium.  

Another body of research examines the structure of processes used to receive, verify, process and store 

customer identity documentation. Such work is typically based in the health and medical literature (Brown 

2012; Amori 2008), and follows changes that must be made to an individual practice in order to comply 

with national policy directives (such as the HIPAA Act) or large-scale system implementations (such as the 

eHealth Exchange) (Ahmed, Ahamad, and Jaiswal 2014). However, a number of studies in other fields, such 

as banking (Geeta 2011; Mohr and Fatigate 2008) also exist. Principal findings of this literature are that 

appropriate storage and management of customer identity data effectively prevents identity theft attacks, 

however almost no studies examine this effectiveness empirically. However, critical research in this stream 

argues that system use gives rise to unintended applications and consequences that are not foreseeable at 

the time of system implementation (Grijpink 2006). Further, the size of the World Wide Web itself means 

that it is not feasible to expect end-users to be able to monitor every use of their identity across the 

network (Rowe and Ciravegna 2010), and automated monitoring systems may violate privacy principles 

(Caloyannides 2004).Regardless of the unit of analysis, however, such discussion typically does not furnish 

significant analysis of the relative success rates for these protection approaches. In general, such discussion 

in prior literature was largely anecdotal. Naturally, any analysis of the relative success of these identity 

theft countermeasures would require in-depth data regarding both victims and non-victims – as a result, 

such research would be challenging (Lacey and Cuganesan 2004). A very small number of studies have 

analysed the protection effectiveness vis-a-vis specific identity theft attack methods: these exceptions 

include Milne (2003) who explored the effectiveness of 13 identity theft preventative activities on 61 

college students and 59 non-students and found that education is the most effective general identity theft 

countermeasure. Burns and Roberts (2013) also studied the intention to protect personal information 

online, and found that perceived control over personal information mediates intention to protect. 

Romanosky et al. (2011) examined the introduction of state-based identity theft legislation, and found that 

the introduction of such laws reduced identity theft incidence by 6.1%. Holtfreter and Holtfreter (2006) also 

provided conceptual analysis of the effectiveness of state-based identity theft legislation. 

A final component of prevention, at both the individual and the organisational levels is awareness. 

Awareness is a common first solution to identity theft in prior literature and is emphasized as a vital 
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component of identity theft defence (Al-Hamar, Dawson, and Al-Hamar 2011). Awareness describes 

maintaining a sense of alertness and vigilance about the possible threat posed by identity theft attacks. 

Atkinson et al. (2009) describe a program to increase identity theft awareness among younger technology 

users. 

At the organisational level, awareness-building has been a key defence mechanism advocated in prior 

literature (Neumann 1997; Jagatic et al. 2007; Keaney 2009). Awareness, in general, contributes to 

heightened information security and reflects an understanding of the risks of identity theft. For example, 

Dinev (2006) discusses efforts by large online firms to raise awareness of identity theft. Approaches to 

awareness-raising in the firm might include a range of strategies, such as ongoing education programs 

(Arachchilage, Love, and Beznosov 2016; Butler 2007; Arachchilage and Love 2014), maintaining and 

enforcing security and confidentiality policies and employee training. Because identity thieves can be 

nimble and mobile, they are able to attack the firm from multiple angles, working to bypass controls in 

order to acquire useful information. Awareness at various managerial and operational levels in the firm 

arms employees with the mental agility to defend against social and physical compromise. Second, 

awareness prevents the firm from being a site of identity misuse, by helping employees identify legitimate 

sources and destinations for information about employees and customers. Awareness of a potential 

identity fraud threat contributes to a stronger culture of critically evaluating information artefacts. In turn, 

this heightened sensitivity helps employees better identify unauthorized requests for personal data (such 

as PIN and account details). Finally, awareness also protects the firm against threats from within, by 

signalling an environment of caution and alertness to internal attackers. In this way, awareness of identity 

theft can prevent the firm from being a source of information about employees, customers and internal 

controls for would-be offenders. Other work focuses on the role of private consumer advocacy groups such 

as the Anti-Phishing Working Group, Phishtank (Gupta and Pieprzyk 2011), the Identity Theft Resource 

Centre (Geer and Conway 2008), and the Privacy Rights Clearinghouse that rely on expert volunteers to 

identify and report on identity-related matters such as phishing attempts and data breaches. 

Detection of identity theft 

Despite a rich body of prior enquiry, comparatively little research has examined the process of detecting 

identity theft. In part, this gap is due to difficulties in obtaining data for research purposes (M. D. White and 

Fisher 2008), but also problems associated with accurately reporting identity-related crime at the individual 

level (Tcherni et al. 2016; Allison, Schuck, and Lersch 2005).  

At the individual level, most such research focuses on the actions and responsibilities of individual 

customers in identifying anomalous signs of identity credential use that might indicate compromise 

(Whitson and Haggerty 2008). Principal findings here include extraordinary charges to credit cards or bank 

accounts, strange phone calls or a sudden inability to conduct normal financial transactions. To this end, 

identity theft detection has principally revolved around monitoring of information artefacts, such as bank 

statements and credit reports (Mohr and Fatigate 2008), and appropriate notification processes (such as 

who the affected customer should notify should they detect an anomaly).  

At the organisational level, the vast majority of such research focuses on identity theft detection in the 

organisation’s own systems. Almost no research examines organisational detection of identity theft in 

other organisations’ systems. Even less research examines identity theft detection from the perspective of 

the organisation. While there is a growing literature on data breaches and associated organisational 

responses (Garrison and Ncube 2011), there was only a small amount of research that illustrated how 
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private companies and government departments (Lacey and Cuganesan 2004) detect or coordinate the 

detection of identity theft. While this dearth is partly due to a lack of accessible data, some argue that 

organisations are reluctant to participate in identity theft control because it is financially costly to report 

identity theft at an organisational level as the small social benefit is vastly swamped by the large 

reputational cost (Judson, Haas, and Lagu 2014). A further barrier to organisational reporting lies in 

perceived unclear legislation regarding appropriate notification requirements and procedures (Ciocchetti 

2007; Shoudt 2002). Following early work citing financial disincentives for credit issuers to tackle identity 

theft (Sovern 2004; Geer and Conway 2008), more recent work has documented organisational 

participation in identity theft detection and found that such efforts can yield positive perceptions and a 

competitive advantage in the wider market (Bose and Leung 2013). Stronger legislation regarding 

organisational data management, discussed elsewhere in this review, has also been developed (Razvi 

2004). 

There are a variety of organisational detection techniques discussed in the literature. These techniques 

primarily include automated controls to identify erratic or out-of-character expenditures, financial activity 

or user behaviour (Rowe and Ciravegna 2010; Judson, Haas, and Lagu 2014; Feher et al. 2012; Vidal, 

Orozco, and Villalba 2016) on the grounds that such prior behaviour is difficult for an attacker to fabricate 

(Dong, Clark, and Jacob 2010; Canfora and Visaggio 2012); hunches on the part of service staff and 

customer agents (Lacey and Cuganesan 2004); notifications and tip-offs from customers, credit monitors, 

trading partners and law enforcement (Shoudt 2002; Romanosky, Telang, and Acquisti 2011). Automated 

detection methods are becoming increasingly popular due to the volume of identity claim traffic amid 

scarce investigative resources (G. Wang, Chen, and Atabakhsh 2004), and the cognitive effort required to 

accurately assess a person’s identity given limited photographic evidence (Kemp et al. 2016). Further, it is 

easier to apply such automated controls across an organisation’s service offerings. Analytic detection of 

identity theft also aims to solve identity crimes more quickly (Kemp et al. 2016): there is evidence that 

earlier detection of identity theft can prevent many of the negative consequences of an identity 

compromise, discussed elsewhere in this review (Albrecht, Albrecht, and Tzafrir 2011). 

The role of industries and organisations 

While the overwhelming focus of prior identity theft research has been on the individual person, some 

research has examined the role of organisations and industries in preventing or participating in identity 

theft. Typically such research discussed organisational involvement but only a small number of papers 

examined the organisation as the main unit of analysis (e.g. Bose and Leung 2014; Bose and Leung 2013). 

However, a number of relevant conceptual points regarding organisations did arise from the literature 

search. 

Prior work has identified that some industries are at a higher risk of identity theft attack. Among these 

industries are banking and finance (Geeta 2011; Költzsch 2006; Mohr and Fatigate 2008), health care and 

medicine (Brown 2012; Amori 2008; Mancilla and Moczygemba 2009; Ahmed, Ahamad, and Jaiswal 2014), 

and insurance (Allison, Schuck, and Lersch 2005; Culnan and Williams 2009; Gatzlaff and McCullough 2012; 

Hoar 2001). These industries are typically popular because they produce identity credentials that are relied 

upon or can be applied in other industries, or for acquiring other identity documentation - termed “breeder 

documents” by Mercuri (2006) - such as applying for a loan, renting a house, or claiming social security 

payments. For a number of these industries at a higher risk of identity theft, steps to enact identity theft 
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countermeasures involve significant outlay and preparation (Gates 2010; Erickson and Howard 2007; Bose 

and Leung 2013). 

Other industries are deemed popular among identity theft attackers because they are easy to access or 

have lower security barriers. These industries include education, real estate and property management, 

and childcare provision (Garrison and Ncube 2011). Universities, in particular, are deemed attractive 

because they possess large databases of staff and students, and disaggregated, sometimes poorly managed 

IT governance and support structures (V. R. Johnson 2005; Erickson and Howard 2007; Purkait 2012).  

Organisations are typically viewed as theatres for identity theft attacks: once an attacker has sufficient 

identity documentation, they typically approach an organisation in order to use the documentation (K. 

Holtfreter et al. 2015; Holt and Turner 2012). A number of organisational types were evidenced in the 

literature in this capacity: 

 Banks were used by the attacker to gain access to financial records and to obtain loans (both small, 

personal loans and larger property loans such as property mortgages). 

 Insurance companies were used to establish false insurance policies for the purposes of committing 

insurance fraud at a later date. 

 Government organisations were used to obtain or extend municipal service documentation or 

access to social services. These attacks typically involved government issued identity 

documentation such as passports, driver licences, and social security numbers.  

 Telecommunications organisations were used to obtain new telephone service accounts and 

communications products (such as mobile phones) 

 Medical providers are both sources and targets of identity theft 

Importantly, identity theft attackers could also use each organisation as part of another identity theft 

attack, by obtaining further identity documentation (such as copies of past receipts, invoices and delivery 

dockets, records of previous addresses, and alternative payment mechanisms and details) (Faturoti 2015). 

The role of information systems 

One stream of research examines the role of systems in identity theft, typically in the commission of 

identity theft attacks. The three principal motivations for this work is, first, the near-ubiquity of such 

devices, second, the pragmatic ease with which they are used to process and store personal information 

and, third, the belief that such systems were not always designed with security or privacy in mind at the 

outset (Keaney 2009; Kahn and Roberds 2008). Identity theft is closely tied to information systems, because 

users require asserted identities in order to use the system (Choi, Acharya, and Gouda 2011). This principle 

gives rise to a number of inherent risks. First, users must be managed and communicated with, which 

undermines user anonymity in the system. Second, users may misconstrue user authority in the system, 

possibly giving rise to phishing attacks.  

The two main streams of research are general information systems and mobile devices. The oldest stream 

of research examines general information systems and information services and the threat of identity theft. 

Leading research in this stream examines the extent of information system use in commercial 

environments, and the techniques used to preserve identity information; the threat of technical and 
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operating weaknesses that can be exploited by identity theft attackers; the level of trust held by customers 

and end-users of such information systems (Shareef and Kumar 2012); the role of standards in preserving 

website security against identity theft (Hinde 2001). A significant amount of work within this stream 

examines these concepts from the point of view of medical providers.  

A prevailing explanation for the motivation to undertake identity theft is that the underlying information 

systems and processes are inherently complex – too complex to perfectly manage and control (Amori 2008; 

Roethlisberger 2011). This complexity gives rise to a sufficient number of exploitable weaknesses, especially 

at the junctions of such systems, that are not identifiable as the system is being designed at the outset 

(Grijpink 2006). That identity appears inseparable from current systems has given rise to the view that 

users must “cope” with identity theft weaknesses as part of their conventional use behaviours (Lai, Li, and 

Hsieh 2012). 

Older work within this stream examined the threat of data storage to customer privacy, especially of large 

corporate, inter-corporate and national identity databases (E. A. Whitley and Hosein 2008). Principal 

threats examined by past research included the practical duration of data storage; the security threats 

posed by customer, staff and competitor database access (E. A. Whitley and Hosein 2008); the practical 

internetworking of multiple such databases, either within an organisation or among multiple organisations 

(Kudo et al. 2007); the development of appropriate access credentials for such databases; and the technical 

and operational security of the database itself (Kudo et al. 2007).  

Newer research within this stream has focused more closely on online and internetworked databases. 

Accompanied by improvements to network technology and user access, many now argue that 

internetworked databases are fundamental to modern business - some work has hence explored the use of 

such databases in the online context, in particular identifying and understanding the vulnerabilities of 

online, enterprise-wide and electronic database services (A. D. Smith and Lias 2005; Elson and LeClerc 

2006), and the degree to which these systems in turn make identity theft easier to commit (McCarty 2003). 

A second, more recent stream, examines the role of mobile devices. Work in this stream is divided into two 

main areas. First, some research examines the use of mobile devices by individuals for storing personal 

identity information. Prominent research themes in this area include the use of mobile devices to 

instantiate identity for other service providers (Norouzizadeh Dezfouli et al. 2016); understanding and 

improving factors affecting the user's trust in their device; and the growing interconnectedness of mobile 

and static devices. 

Identity theft recovery and outcomes 

A slim stream of research focuses on the recovery process following an identity theft attack. More recent 

research within this stream focuses on appropriate processes for notifying potentially affected customers 

once their identity credentials have been compromised (Burdon, Lane, and von Nessen 2010) or accessed 

by an unauthorised party (Ahmed, Ahamad, and Jaiswal 2014). Discussion in this sphere typically offers 

prescriptive advice regarding general recovery processes. These processes include, first, notifying 

potentially affected parties such as banks, insurance companies, family members and, second, to contact 

credit protection providers in order to halt any illegitimate charges and contracts. Most such research is 

conceptual or anecdotal. One reason for the lack of research into recovery methods is that identity theft 

victims can feel very embarrassed, and they do not wish to discuss or disclose their predicament (Jones et 

al. 2009). 
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A number of outcomes arise following an identity theft attack. In early work, the two main outcomes 

observed were, first, significant subsequent financial hardship on the part of the victim and, second, an 

overwhelming effort required to regain control of their identity following the attack. A number of issues 

exacerbated these outcomes, including the difficulty in identifying an identity theft incident; the difficulty in 

compelling a third party organisation (such as a bank, insurer or telecommunications provider) to believe 

that the victim's real identity had been compromised, or subsequently restored; the suspicion that the 

identity thief was still at large, or could still cause further damage. A small amount of early work also 

commented on the difficulties of restoring inter-personal relationships (such as trust) following the attack. 

In later work, the principal outcomes have become more varied. There has been greater emphasis on 

stronger corporate and individual use of credit-monitoring bodies (Romanosky, Telang, and Acquisti 2011; 

V. R. Johnson 2005; Sovern 2004; Vincent R. Johnson 2011; Kunkel and Richard 2010). General education, 

greater public awareness and more awareness programs (J. Winterdyk and Thompson 2008; Romanosky, 

Telang, and Acquisti 2011; Archer 2011) are also discussed in these papers.  

Lawsuits and other legal action are another common outcome of an identity theft attack (Mohr and 

Fatigate 2008). Such lawsuits typically pit the victim against the provider or trusted keeper of the identity 

data (Caughey 2004; Fisher 2012; Galbraith 2012), however the fairness of such adversarial engagements is 

still debated (Glynn 2013). In other cases, research has discussed class action lawsuits, where the number 

of identity theft cases from a single breach incident is large (Clapper 2010). Organisations at the centre of 

identity theft attack may also undertake larger investigations to determine the source of the breach (Novak 

2007). 

Personal responses to identity theft attacks vary in prior literature, and they can be broadly divided into 

emotive, psychological and behavioural changes. Financially, victims may also experience greater difficulty 

in obtaining financial benefits (e.g. loans, bank accounts) until the perpetrator is caught (Cradduck and 

McCullagh 2008). Emotionally, identity theft victims tend to experience significant stress following the theft 

incident, and this stress is exacerbated if the identity theft case is not solved (Sharp et al. 2004). Common 

emotional responses include anxiety, embarrassment, anger and frustration (Calo 2011; Hille, Walsh, and 

Cleveland 2015; Sharp et al. 2004). While long-term evidence of health risks following identity theft attack 

is thin, Sharp et al. (2004) report that victims still experience anxiety, depression and gastrointestinal 

problems at 26 weeks following the attack. Overall, this prior evidence suggests that identity theft attacks 

are dangerous to both physical and mental health. 

Identity theft risk 

Prior literature conceptualises a number of risks of identity theft. Broadly, these risks can be divided into 

two groups, being individuals (usually consumers), and organisations (usually private companies). 

With regard to individuals, risks of identity theft typically extend from the type of identity theft that has 

befallen the victim. For example, financial identity theft contributes to a risk of financial loss, medical 

identity theft contributes to risk of medical or treatment error (Amori 2008). Identity theft threats to an 

individual’s reputation also contribute to a risk of reputational loss (Amori 2008). Identity thefts that 

compromise an individual’s relation to other people or firms, such as those that breach personally sensitive 

data including photographs or messages (Kamal and Newman 2016), can lead to a loss of trusted 

relationships (He et al. 2014) which may contribute to a heightened risk of personal isolation. Such attacks 

may also contribute to heightened embarrassment (Jones et al. 2009), which may also dissuade victims and 
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affected individuals from seeking help or reporting the crime. In turn, the identity theft attack may then 

contribute to a perceived loss of personal freedom and an unwillingness to continue previous activities (de 

Bruin 2010). 

With regard to organisations, the risks of identity theft appear more diverse. Most risks borne by 

organisations as a result of identity theft attack appear to stem initially from a loss of reputation (Amori 

2008; Murray et al. 2011; Mohr and Fatigate 2008): this appears to explain why many organisations are 

reluctant to publicly report identity theft attacks on their customers such as large scale data breaches. It is 

likely that many of the conventional effects of a compromised organisational reputation come into play 

(e.g. Arena, Arnaboldi, and Azzone 2010; Barnett, Jermier, and Lafferty 2006). The effects of this loss of 

reputation can subsequently be divided into market-wide risk effects and organisation-specific risk effects.  

With regard to market-wide risk effects, reputational loss can also compromise market confidence (Murray 

et al. 2011; R. Wright 2007)and, subsequently, market value (Bose and Leung 2014). In turn, the drop in 

market confidence can lead to financial loss (Amori 2008; Gerard, Hillison, and Pacini 2005). These effects 

can extend beyond immediate trading markets, for example, by adversely affecting perceptions of the 

integrity of the profession (Murray et al. 2011) and by undermining consumer confidence in online 

purchasing (Lynch 2005; Eisenstein 2008) and electronic payments (Schreft 2007).  

With regard to organisation-specific risk effects, the reputational cost may undermine consumer trust in 

the organisation (Geeta 2011; Shareef and Kumar 2012; Költzsch 2006). This can affect both current and 

potential customers; current customers may lose confidence in the security and guardianship of the 

organisation (Hoofnagle 2007) and potential customers may lose confidence in the organisation’s overall 

ability and may take their business elsewhere (Romanosky, Telang, and Acquisti 2011). The potential of this 

risk hence also leads to large scale expenditure on identity-preserving systems and tools across the 

organisation (Eisenstein 2008). 

Perception 

There is a small body of research that examines the generalised perception of identity theft, separate from 

the views of actual victims (John Winterdyk and Filipuzzi 2009). This research tends to explore the views of 

individuals as they relate to activities that might put them at higher risk at identity theft. The first subgroup 

of research examines perceptions of identity theft as they relate to electronic commerce and online 

transactions. Here, a principal concern is that online privacy seems to be at odds with electronic commerce 

transaction security on the grounds that individual identity claims must be adequately verified prior to a 

successful transaction (Mik 2012; Kahn and Roberds 2008): this tension has led to a significant body of work 

that aims to examine how individuals view identity theft risks, in both electronic commerce and elsewhere 

(these risks are discussed elsewhere in this review). 

In general, prior work shows that individuals signal reluctance to transact online if they perceive higher risk 

of a subsequent identity theft, unless self-control is low in which case potential buyers downplay the risk of 

identity theft from an online transaction (K. Holtfreter et al. 2015). Factors such as safeguard effectiveness, 

trust, and self-efficacy have been positively related to online purchasing intentions (Lai, Li, and Hsieh 2012; 

Shareef and Kumar 2012), while the level of the perceived threat, safeguard cost, and perceived severity of 

a possible attack are negatively associated with online purchasing intentions (Arachchilage and Love 2013). 

Other research has explored the effect of a more generalised “fear” of identity theft or “privacy harm” 
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(Roberts, Indermaur, and Spiranovic 2013; Calo 2011), with similar results; such fear can mean users are 

reluctant to use a system (Mishra et al. 2014) or to transact online (Hille, Walsh, and Cleveland 2015). 

The second subgroup of perception-based literature relates to a more general view of identity theft, its 

causes and potential outcomes. Relating expressly to the perception of identity theft, prior work seems to 

show that individuals are either unaware of principal identity theft vectors (Higgins et al. 2008; Marcum et 

al. 2015; John Winterdyk and Filipuzzi 2009; John Winterdyk and Filipuzzi 2009) or they believe that identity 

theft is largely a white-collar crime, committed by white collar perpetrators (H. Copes and Vieraitis 2009). A 

substantial amount of this prior work is based on surveys of university and high school student populations. 

The implications of such perceptions are not clear. A perception that identity theft only occurs to certain 

members of the population could result in diminished readiness for an identity theft attack, both at an 

individual and an organisational level. Such perceptions may also lead to reduced or non-existent security 

arrangements. It is not clear why such perceptions persist. However, it is likely that portrayals of identity 

theft in popular media play an important role in perpetuating the perception that identity theft is 

infrequent and highly specialised (Morris and Longmire 2008; Turner, van Zoonen, and Harvey 2014).  

Legal requirements, legislation and policy 

The discussion of identity theft legislation and policy has been extensive in prior literature. On one hand, 

prior research into data security extended from the early 1970s: this research tended to focus on how to 

keep system data secure from illicit employee or competitor access, often for financial gain (Banisar and 

Davies 1999). To some extent, this early data security research provided both a foundation and a challenge 

for subsequent identity theft research: while data security was already an important topic by the advent of 

the World Wide Web, this new technology provided new ways of accessing, duplicating, verifying and 

disseminating identity credentials. 

This stream provides some of the earliest research work into identity theft within the literature corpus, 

with studies such as Myers (1997) and Sabol (1998) describing the initial policy groundwork to protect early 

identity documents, including in an online context. This early research originally focused on the collection 

and storage of paper-based identity credentials, but later research has incorporated the electronic 

transaction of such documents. The dominant stream of research relating to legislation and policy relates 

to developing appropriate legislation at the national and corporate levels to mitigate identity theft and 

preserve identity credentials (Ramirez-Palafox 1998).  

Much voice in the prior literature notes that most countries around the world have been slow to enact 

identity theft legislation. For some time, numerous countries treated identity theft attacks using older 

legislation designed for wire fraud, mail fraud and torts of negligence (Roethlisberger 2011; Hinde 2001). 

Only in the mid-2000s did countries begin enacting specific legislation to identify and control identity theft 

(Grijpink 2004). Hence, one stream of research describes efforts to enact identity theft policy at the 

national or state levels (Cradduck and McCullagh 2008; B. Wright 2004; La Fors-Owczynik 2016; Disanto 

2015). Much prior work tends to focus on single legal jurisdictions. Only a small number of papers (e.g. 

Hiller et al. 2011; Mathews 2013) compare legislative responses across jurisdictions. The lack of legislation 

resulted in inconsistent law enforcement response (M. D. White and Fisher 2008; Wall 2013) and highly 

variable definitions of identity theft crimes (Clough 2015). 
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Also within this space, there is a significant amount of work in the legal services literature regarding the 

development, interpretation, and application of identity-related legislation. Two main types of work extend 

from this area. First, prior work examines the suitability of current legislative arrangements for handling 

identity theft cases (Roethlisberger 2011). Research in this area also examines the preparedness of 

individual states or nations to handle identity theft prosecution and recovery at a legislative level (B. Wright 

2004; Saunders and Zucker 1999; Modisett and Lott 1999), often by way of either theoretical argument or 

the review of recent legal cases or laws in other jurisdictions (Myers 1997; Bale 1997). The introduction of 

new technologies tends to exacerbate such discussions (Wigod 1998; Gindin 1997). Second, prior work 

examines the conceptual meaning of 'identity' and the legislative requirements for handling how that 

identity is managed and handled, both on the part of individuals and organisations (Disanto 2015). Such 

work is often closely allied with legal treatment and conceptualisation of privacy rights and requirements 

(Saunders 1999; Valentine 1999; Belgum 1999). Such work often comments on the tension between 

reasonable privacy expectations and the need to secure financial transactions, partly because privacy was 

the dominant concern in early work, and not the threat of identity theft (Kang 1998; O. J. Kim 1999). In this 

vein, some early work also argued that individuals cannot be expected to understand or enact complete 

security over their full persona in either an offline or online context (Budnitz 1997; Tighe and Rosenblum 

1998). Within this policy development stream, a smaller amount of research examines which identity 

credentials ought to be protected and which ought to be openly accessible (Caloyannides 2004). It is here 

that some work also aims to develop new types of identity tokens or credentials that could be effectively 

shared without compromising the identity of the credential holder (Jakobsson and Myers 2006; Wayman 

2008). 

At the national policy level, a significant amount of research has focused on the use of identity credentials 

to claim social security benefits and support; the use and storage of identity credentials for the purposes of 

voting and e-voting; and the reasonable collection and use of identity credentials for appropriate civic 

participation (e.g. using electoral rolls to identify swing voters) (Christensen and Schultz 2014); and 

notification of potentially affected individuals following an identity theft data breach (B. Wright 2004; 

Burdon, Lane, and von Nessen 2010). The effectiveness of this legislation is still debated, though there is 

evidence that such legislation has served to reduce identity theft by moderating the incidence of data 

breaches (Romanosky, Telang, and Acquisti 2011) or by enhancing individual citizen awareness and 

protective behaviours (Williams 2016). While most countries still lack explicit and direct identity theft laws, 

some legislation regarding the storage and use of customer data has already had significant industrial 

impact: much of this commentary originates from the United States. A leading example of this type of 

research relates to HIPAA (Gerard, Hillison, and Pacini 2005; McMahon 2004; K. M. Sullivan 2009), and its 

implications for medical providers in the United States. In addition to HIPAA, other national policy 

frameworks include the Personal Information Protection Act in Japan (Kudo et al. 2007), the Gramm-Leach-

Bliley Act (McMahon 2004) and the Safeguards Rule (M. D. White and Fisher 2008). Similar academic 

research work focused on the European Union has been thinner (Baumer, Earp, and Poindexter 2004). 

At the corporate level, a stream of research focuses on using, protecting and storing the identity credentials 

of its customers and employees. This research focuses on developing policy to assist customers, employees 

and managers to preserve identity credentials while maintaining efficiency and effectiveness of business 

processes. A further stream of research in this space relates to understanding and applying national or 

industry-side policy directives at a corporate or organisational level. For example, Judson et al. (2014) 

describe the implementation of identity theft control policies at Massachusetts General Hospital, and found 
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that while local policies had some effect in reducing identity theft, national policies were needed to support 

these approaches.  
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Gaps in Research 

A number of gaps in understanding extend from this body of prior literature. 

 The bulk of research into identity theft victims is based on archival data and summary statistical 

analysis. Data and analysis of individual victims and victim behaviour is more thin. Most such 

analysis occurs some time after the attack, when critical details may be lost. Very little research 

explicitly conceptualises victims of identity theft. Naturally, it is difficult to find participants for 

identity theft research, and affected victims might be too embarrassed to participate. 

 While numerous papers describe the use of identity documentation in identity theft attacks in 

broad terms, there is little detailed work that illustrates how such documentation is used in an 

attack. In particular, it would be useful to know how a perpetrator assesses the usefulness of 

identity documentation. Very little work specifically examined how identity documents are used, 

and the process by which these identity documents come to be acquired by identity thieves.  

 There is a lack of research into understanding the identity theft perpetrator. Consistent with 

information security research at large, understanding the attacker remains challenging. Motives for 

undertaking identity theft attacks have seen some coverage in the literature, but there is a lack of 

empirical work. Likewise, motive dynamics and outcomes are also deserving of further work.  

 Few studies examine how different types of identity theft attack are related. It would be useful to 

better understand how different types of identity theft attack could give rise to sequences of 

identity theft outcomes and subsequent crimes.  

 There has been very little prior work that explains how identity theft is practically detected. 

Research into detecting identity theft has typically provided only very general advice on detecting 

identity theft and, as noted above, almost none analyses the effectiveness of these detection 

techniques. Within the detection literature, most work still relies on the identification of anomalies 

- often on the part of an individual customer. Structured, empirically validated advice regarding 

detection is lacking. 

 Research into organisational responses to identity theft remains reasonably thin. Deeper work in 

this area would likely improve resolution of identity theft cases. While financial and health-related 

industries appear at a higher risk, it would be useful to better understand weaknesses in other 

industries also. Further, only individuals are conceptualised as identity thieves: we could find no 

articles that examined the mechanics of organisations committing identity theft attacks. We could 

find very few papers that provided empirical evidence of inadvertent disclosure risk, at both the 

individual and organisational level, as an identity threat. 

 Almost no prior work provides insight into how a third party investigative effort is used to identify 

that an identity theft has taken or is taking place. Very little prior work examines the role played by 

third parties in detecting anomalous behaviour in customer accounts, or practical examples of how 

automated account monitoring systems among third parties might identify irregular activity on the 

part of a customer. 
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 Even though identity credential issuing and credential use typically involve more than one 

stakeholder, there has been almost no prior work that examines the roles of these multiple 

stakeholders in detecting, controlling or reacting to identity theft or in assisting in recovering from 

an identity theft attack. Networked approaches to identity theft detection and management have 

also seen very little coverage in the literature.  

 There is almost no work that examines the effectiveness of managing identity theft attacks or 

recovery. Most research in this space is prescriptive, but does not identify how affected individual, 

organisational, governmental or corporate parties could most effectively prevent or recover from 

an identity theft attack. 

 The majority of work (more than three quarters of papers we examined) is conceptual in nature 

and does not apply empirical insights into theory discovery, development or testing. Only a small 

number of papers apply empirical support for their studies, and typically only with a small number 

of cases. A lack of accessible data has hampered understanding of identity theft (Tcherni et al. 

2016).  

 Despite much useful prior research into individual areas of focus, very few studies incorporate or 

synthesize multiple perspectives on the identity theft problem. This singular focus remains an 

important weakness because it leaves identity management processes vulnerable to attack. 

 While there is some growing research into how identity information is perceived, used and stored 

with respect to each of the user, the device, and organisations, there is no prior research that 

transcends the device/user/organisation boundary. Therefore, prior understanding affords only a 

narrow view of identity theft commission. 

 Organizational awareness is often seen as an integral defence in identity theft attacks. However, as 

identity theft is likely to involve information artefacts from more than one organizational source, 

information sharing between firms is likely also to play an important role in these defence 

mechanisms. While the sharing of security information has seen much prior theoretical work, there 

has been almost no empirical analysis of such behaviour. In addition, inter-organizational 

information sharing has not received much coverage in the identity theft arena, especially with 

regard to detection activity. 

 There was evidence that there is a perception that identity theft is a highly technical and highly 

specialised crime. Improving such perception is likely to require careful understanding of why such 

perceptions exist and how they are formed. However, if these perceptions are principally 

influenced by popular media, then the popular media is also likely to be the best place to begin 

changing these views.  
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The Role of Communications in Prior Identity 

Theft Research 

In this section, the report analyses prior identity theft research specifically within the context of 

communications and communications theory. Our goal in this section was to understand how 

communications had been viewed and treated in prior identity theft research, and to identify gaps in 

knowledge and understanding in this area. 

Using the original literature corpus developed above, we extracted all papers that focused on 

communications issues, concepts and tools. We took a broad view of the concept of ‘communications’ in 

order to produce the most conceptually descriptive sub-corpus of literature.  

In total, our sub-corpus comprised 21 journal articles. However, articles in this sub-corpus were collectively 

relatively new, the oldest being published in 2009. As in the previous section of the report, we read each 

paper in order to identify the major concepts, which we summarise below. Where appropriate, we retain 

the conceptual subgroups described arising from the whole literature corpus; however, with such a 

comparatively small collection of articles it is to be expected that not all such subgroups would be reflected 

in this sub-corpus. Hence we have also added new subgroups where new concepts arose within the sub-

corpus. 

Communications and identity theft 

A common theme in the popular literature is that identity theft has become more prevalent since the 

advent of inexpensive and widely accessible communications and telecommunications products and 

services, such as the telephone, email and private messaging services (Koong et al. 2008; Ramanathan and 

Wechsler 2013; Banks 2015). The commercial application of these communication technologies, and the 

commercial services that are based on these applications, have been associated with an increase in the 

amount of personal data collected and stored with the use of these systems (Keaney 2009; A. A. Smith and 

Smith 2012; Furnell 2010). While identity crime existed long before this surge in accessible communications 

technology), it is worth examining the literature to specifically understand this phenomenon in prior work.  

In this section, we apply a communications lens to reviewing prior literature. Specifically, in this section we 

focus on how identity theft has been studied with respect to communications - the transmission and 

receipt of identity related documentation and related concepts such as communications media and control. 

One conceptual thread running through this sub-corpus of literature is that communications technology 

exacerbates the fallout from an identity theft attack, for a number of reasons. First, and most obviously, the 

communications realm also means that identity theft victims can be harmed in both the real, offline world 

and the virtual, online world (Fire, Goldschmidt, and Elovici 2014). For example, a victim’s bank account can 

be targeted in the real world, and their virtual relationships and discussions can be targeted in the virtual 

world (He et al. 2014). Network effects, inherent in communications tools, also attract malevolent attackers 

as the user base grows: therefore, the more popular the communications tool, the more likely malicious 

users will be present (Patsakis et al. 2014). 
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Communications technology helps news of the attack to spread more widely and virulently: social networks 

in particular assist in spreading fallout from an identity theft attack as users share news of an attack, or 

view links, screenshots and posts regarding the attack (Patsakis et al. 2015).  

Anonymity in certain communications tools, such as social networks and email, can also exacerbate the 

effect of an identity theft attack because the victim feels unable to identify the culprit (Schmid, Iqbal, and 

Fung 2015). Author attribution seems to play an important role in wresting control following an identity-

related attack. 

Communications tools also allow attackers to target victims without regard to geographical proximity or 

location. This effect means that identity crimes can be committed before local law enforcement has time to 

employ countermeasures, and before the local populace has the opportunity to learn and adapt (Koong et 

al. 2008).  

Communications media and identity theft 

Prior literature covered a variety of communications tools with respect to identity theft. A small amount of 

work specifically examined desktop computer communications and services, such as email, which is 

regarded as integral (and in some cases an important precursor) to newer types of identity theft attack 

(Schmid, Iqbal, and Fung 2015). E-mail is a common communication tool among users of a variety of ages, 

and it affords significant anonymity to knowledgeable users (Schmid, Iqbal, and Fung 2015). Public internet 

access terminals also appear to be deemed more risky forms of communications technology with respect to 

identity theft (Williams 2016). The progression from desktop communications devices to pervasive mobile 

devices also seems to have exacerbated the perceived risk of identity theft attacks (Koong et al. 2008), 

though there seems to be little solid evidence of the extent to which this is the case. The more frequent 

sharing of personally important data with such devices also may contribute to identity theft risk; these 

threats can include individual level threats such as sharing of address books, calendars and SMS messages, 

and also device and network threats such as improperly secured device features (e.g. Bluetooth) and 

socially engineered network attacks (A. Loo 2009). 

However, we could find no papers that examined the role of communications tools prior to the popular 

advent of the World Wide Web. By far the largest body of modern research work relates to identity theft 

commission by way of the internet. In part, this observation is likely due to the contemporary rise in 

identity theft cases and awareness during that period. Online social networks were the most common 

communications media and the largest conceptual subgroup, featuring in 11 papers in this sub-corpus. 

Almost half of the papers in the sub-corpus focused on online social networks as a site for identity theft 

attacks. The popularity of social networking sites, and the frequency of use among users, has marked them 

as likely venues for identity theft attacks in prior literature (Norouzizadeh Dezfouli et al. 2016; Furnell and 

Botha 2011). In addition, the size and scale of some social networks makes identity-related attacks more 

cost-effective for an attacker because naïve or automated attacks might still yield useful victim outcomes 

(Ahmadinejad and Fong 2014). 

Research in this area made several findings. First, the primary argument in this literature stream related to 

the level of disclosure of personal information within these social networks (Furnell 2010). Disclosed items 

of personal information, which could be used to establish a viable identity, include age, gender, relationship 

status, date of birth, email address, phone number and residential address details (Fire, Goldschmidt, and 

Elovici 2014; Holm 2014). Personally identifying details were also evident in multimedia uploads such as 



ACCAN GRANTS SCHEME 

29 

images and video clips, permitting users to inadvertently reveal more information than they may have 

originally intended (Patsakis et al. 2015; Holm 2014).  

Explanations for this risky sharing of personal information follow four theories. The first argument holds 

that privacy settings for online social networks are too complex for common users to understand and 

effectively manipulate. This complexity leads to inadvertent sharing on the part of the user (Patsakis et al. 

2014; J. Chen et al. 2014; Furnell 2010). Further, some argue that it is in the interests of social network 

proprietors to encourage sharing of personal information, on the grounds that such behaviour improves 

site health and interactivity (Holm 2014) and market share (Patsakis et al. 2015). Varied privacy policy 

contents and structures between social networks may also complicate user actions and privacy decisions 

(Patsakis et al. 2014). The effectiveness of these privacy measures are affected by the user’s own 

perception of the personal relevance of each measure (J. Chen et al. 2014). 

The second argument holds that sharing personally identifiable information is personally satisfying to users, 

and this satisfaction leads users to share more information online than they might in real world (offline) 

situations (He et al. 2014). This satisfaction may, in part, stem from a desire to bond with other users, even 

wholly unknown strangers (Furnell and Botha 2011). Further, when users feel more motivated to reveal 

personal information, the longer it takes them to apply privacy controls to their profiles (J. Chen et al. 

2014). 

The third argument holds that users are reciprocally mimicking overt sharing behaviours that they identify 

among other users (peers, influencers and social network leaders) (Venkatanathan et al. 2014). This 

reciprocal behaviour leads the user to share information without always understanding the risks they face, 

nor appropriately understanding the level of risk safeguards put in place by other users. Sharing of personal 

information appears to encourage further sharing of personal information among other users 

(Venkatanathan et al. 2014). 

The fourth argument holds that users are unaware of the risks they bear when sharing personal 

information, and hence cannot grasp the full costs of their disclosure (Tow, Dell, and Venable 2010). Users 

may also be unaware of the extent to which mobile and desktop applications share personal information 

with other parties, including other apps and third-party plugins (Ahmadinejad and Fong 2014; 

Norouzizadeh Dezfouli et al. 2016), or between social networks (Patsakis et al. 2014). This lack of 

awareness means that sharing personal information is not hindered (Norouzizadeh Dezfouli et al. 2016). 

Frequent sharing can become habitual, which can undermine the user’s ability to safeguard their personal 

information (Williams 2016). More frequent updates also create an immediacy among users and a fear of 

missing out that can contribute to zealous sharing of personal information and distribution of others details 

(Roethlisberger 2011).  

Prior literature did not identify particular user groups at heightened risk of identity theft attack, though 

most papers seemed to suggest that the more elaborate provision of personal information was more likely 

to be associated with an identity theft attack. Some work argued that child and adolescent users of social 

networks may be targeted or at greater risk (Fire, Goldschmidt, and Elovici 2014). 
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Identity theft attack and detection 

Prior literature tended to conceptualise a generalised ‘risk’ of identity theft: most papers did not 

subsequently explore the mechanisms behind identity theft commission or detection.  

The most common attack method described in this communications literature sub-corpus related to the 

interception of a victim’s openly available identity information. This identity theft approach exploits a user’s 

wish to disclose their personal information while using a particular communications medium: most such 

research was based on social networks (c.f. Tow, Dell, and Venable 2010), however mobile phone apps 

were also mentioned. The second attack vector described in prior literature involved social engineering, 

whereby an attacker convinces a victim to voluntarily disclose information about themselves (such as 

passwords or login credentials) (Ramanathan and Wechsler 2013). 

Detection mechanisms received less coverage in the literature, and were primarily related to either natural 

detection methods and automated techniques. Natural methods depended on a victim being able to 

identify an attack once it had occurred (c.f. Williams 2016). To some extent, this approach depends on 

raising and maintaining a user’s awareness of identity theft (J. Chen et al. 2014). While increased user 

awareness is a sought-after goal (Furnell 2010), techniques for conveying and assuring this awareness 

remain elusive. Despite the risks of identity theft, there is evidence that many users and consumers do not 

seem to take sufficient preventative measures to ameliorate these risks (Keaney 2009). Anecdotal 

argument holds that corporate privacy policies and government advice and information campaigns might 

be effective in increasing awareness among potential victims (Tow, Dell, and Venable 2010; A. Loo 2009; 

Keaney 2009). Others argue that communications technologies render traditional legal approaches to 

identity theft ineffective (Roethlisberger 2011), instead advocating for a national approach to handling 

identity theft attacks and remedies. 

Other papers explored the role of automated detection methods. These automated techniques sometimes 

involve analysing text streams to determine veracity or authenticity (Schmid, Iqbal, and Fung 2015), 

capturing elements of prior user behaviour (also called “metadata”) in order to understand current activity 

(Rowe and Ciravegna 2010), or comparing message properties against inventories of known fraud 

indicators (Ramanathan and Wechsler 2013).  
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Gaps in Communications Research 

Communications affords attacks in two theatres: the online world and the offline world. However, the 

makeup of such combined attacks is not well understood, and we don’t yet know how an identity theft 

event might move between the real world and the virtual world.  

 With such a narrow sub-corpus of literature, conceptual coverage could best be described as 

“patchy”. Papers tend not to significantly share theoretical threads or argumentative trains of 

thought. 

 Beyond the use of the tool, few papers applied theory directly from the communications literature 

in order to understand the role of communications in identity theft commission, or even identity 

theft itself. To this end, identity theft victims are variously conceptualised as conventional users 

(e.g. Ahmadinejad and Fong 2014) or alternatively as customers (e.g. Ramanathan and Wechsler 

2013) in prior literature, but not ‘communicators’. 

 While communications media are often blamed in the popular press for facilitating identity theft 

and other identity-related crimes, we found very few studies that explored identity theft within the 

communications context. It is hence reasonable to assert that contributions to knowledge would be 

even more important in this conceptual space. 

 Journal articles in this corpus were significantly newer than those articles in the full literature 

corpus. Hence, it would be hence reasonable to assert that research in the area of communications 

is growing. 

 There is almost no work that compares identity theft commission and prevalence in contexts with 

varying levels of communication reliance or practice: we still lack insight into how communications 

media, use and management affect identity theft risk, prevalence and outcomes. 
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Conceptual Framework 

Figure 3 shows the conceptual framework that emerges from the review of prior literature. In developing 

this conceptual framework, we have attempted to organise the concepts raised in prior literature in order 

to provide a broad, bird’s eye view of the principal conceptual inter-relationships discussed in prior work. In 

developing the conceptual framework, a number of important design decisions made. The literature review 

revealed that branches of theory in prior identity theft literature are typically short - studies tend to be 

revelatory rather than confirmatory, presenting new evidence rather than extending and strengthening 

prior theoretical discussion. This scientific pattern is typical of wider information security research, because 

most types of fraud are difficult to uncover in sufficient quantity to be able to identify and understand the 

underlying trends and themes. Data on these events is typically difficult to obtain and may be biased, 

atypical or incomplete. The opaque and sparse nature of such fraud hence makes it difficult to develop and 

validate theoretical relationships. 

Second, while the accompanying conceptual framework suggests a number of relationships that have been 

identified in prior literature, a number of additional relationships are likely to exist however the literature 

search did not reveal evidence of these relationships in prior studies. To this end, a number of gaps must 

exist in prior literature in addition to those identified within the accompanying literature review itself. 

However, because of the sparseness of this theoretical landscape, the conceptual inter-organisation is not 

apparent from first principles within the literature itself. Accordingly the organisation of concepts within 

the conceptual framework is novel; notwithstanding the missing relationships and conceptual gaps, the 

organisation arises from attempting to make sense of the identity theft landscape based on interpreting the 

visible or logical relationships and connections evidenced in prior literature.  

Attackers, victims and Identity Credentials and Documentation play an initial role in the identity theft 

event. In some cases, an attacker may know a victim (for instance, socially or familially) without actually 

engaging in identity theft. Further, the discussion of identity theft revealed identity behaviour that might be 

considered to be identity theft but only in certain circumstances - perhaps when consent was lacking (e.g. 

borrowing a sister's library card). Similarly, an attacker may have access to a victim's identity credentials 

without actually compromising them (for instance, if they have stolen the victim's mail, or even if they are 

simply living in the same house as the victim). Hence, the attacker and the victim can exist and co-exist as 

actors without becoming involved in an identity theft event. The victim's identity credentials are also 

considered actors within this context because they can exert influence independently of the credential 

holder: this property allows an attacker to apply a victim's credentials on their own, without the approval 

or involvement of the victim. That the victim is conceptually separate from their identity credentials also 

allows an attacker to create or synthesize credentials without the involvement of the victim, and without 

contact with the original credentials themselves (for example, an attacker may guess a victim’s computer 

username/password pairing).  

Perception represents how identity theft is seen. This perception affects attackers and victims - in both 

cases, it also subsequently affects how attackers motivate and commit identity thefts, and how victims 

elect to protect against and prevent such attacks. Perception affects identity credentials through their 

inherent value, their usefulness in committing an identity theft, and their vulnerabilities (which will vary 

depending on the theatres in which the identity theft takes place). In turn, these actors also influence how 

identity theft itself is perceived. As a result, perception directly affects available identity theft motives: if 
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identity theft is perceived to be a rare or harmless crime, motivations to commit identity theft may be 

reduced. However, if identity theft is perceived as an effective method for exacting revenge or financial 

benefit, then this will in turn influence the motives for choosing to commit an identity theft. 

Literature discussion of motives was reasonably thin - this reflects the wider understanding of motives in 

the criminology literature, and the ex post facto rationalisation of criminal intent and activity. Identity theft 

motives are related to both the types of identity theft and the commission of identity theft. Some motives 

are largely opportunistic, and arise on the spur of the moment (for instance, discovering a victim's passport 

or driver licence on the floor). These motives hence influence the range of identity thefts of which the 

attacker is capable or aspirational. The attacker may conceive of a type of identity theft that is not feasible 

given the available opportunity, or the limits of their understanding, or their perception of possible 

consequences. However, the attacker may also attempt to commit an identity theft that has been 

influenced by their motives, or they may engage in an identity theft without an apparent motive (other 

than the desire to commit a crime).  

Together, motivation and commission affect the types of identity theft available to the attacker. Most prior 

work conceptualises identity theft in aggregate, typologizing it as a single monolithic type of fraud: as with 

many types of crime, it is often easier to identify and detail the antecedents and effects of crime by 

conceptualising the criminal activity collectively. However, individual studies do implicitly conceive of 

identity theft in a variety of ways: for example, in some studies, the attacker is present, and in others, the 

attacker is distant; in some studies, the theft is targeted and planned, and in others the attack is 

opportunistic. The implication of this typological variety is that identity theft itself appears to be more of a 

collection of identity-related compromises featuring some shared properties but also many differences: to 

date, these similarities and differences, and their effects, have not been well covered in the research 

literature.  

Victims may detect identity theft directly, despite possibly attempting to prevent identity theft from 

occurring. Protection and prevention behaviours may directly assist the victim in discovering the identity 

compromise. However, these protection and prevention behaviours are also enacted by information 

providers in an attempt to control the compromise of their own information systems, or to be a party to an 

identity compromise at another site: prior literature describes a number of ways in which organisations 

undertake such measures, however there has been little empirical evaluation. Detection of identity theft 

remains a challenging concept, and much prior work suggests that most such detection occurs after an 

identity theft has been executed.  

Identity theft takes place in a variety of theatres. Whereas the review of literature identified that 

organisations are seen as theatres of identity theft attack, identity compromises may occur among third 

parties (perhaps, through problematic identity documentation or handling), or within ad hoc information 

systems. The conceptual framework also categorises these theatres as information providers because they 

play an important role in collecting, storing, analysing or providing information to a variety of users 

(including private users - such as the victim or the attacker, private and public organisations, government 

departments and third parties).  

Identity Theft recovery and outcomes reflect the events and processes that take place once an identity 

theft has been detected. These outcomes in turn affect the perception of identity theft on a wider basis, 

and the risk of identity theft more widely.  
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Figure 3 Conceptual Framework of Prior Identity Theft Research 
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Nomological network 

Accordingly, this project will abstract a subsection of the overarching conceptual framework in 

order to test the theoretical relationships within this group. The project's nomological 

network, the conceptual sub-framework to be explored in this study, is shown in Figure 4. 

In sum, the project will focus on the relationship between identity theft actors (attackers, 

victims and identity credentials and documentation), the commission of identity theft, and the 

different types of identity theft that result. The project will also explore how identity theft is 

detected, practically by identity theft victims, and how information providers are involved. The 

project will also examine where identity theft crimes are committed by exploring the theatres 

of the crime. 

Figure 4 Nomological Network of the Identity Theft Research Project 
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Conclusions 

This document has reported on a structured literature analysis of core research papers in prior 

identity theft research. The document is the first report into the role of communications in 

identity theft in Australia. We used a three stage process to identify a set of core concepts in 

prior work. A list of 14 main concepts were identified, being: Conceptualising the Victim, 

Identity Credentials and Documentation, Conceptualising the Attacker, Identity Theft Motives, 

Identity Theft Commission, Types of Identity Theft, Protection and Prevention, Detection of 

Identity Theft, The Role of Industries and Organisations, The Role of Information Systems, 

Identity Theft Recovery and Outcomes, Identity Theft Risk, Perception, and Legal 

Requirements, Legislation and Policy. We followed this process with an analysis of prior 

research that specifically examined the role of communications media and technology. Three 

main conceptual clusters resulted from this second analysis, which were: Communications and 

Identity Theft, Communications Media and Identity Theft and Identity Theft Attack and 

Detection. 

The report then presented a conceptual framework that results from the literature search, and 

then a nomological network of core concepts that will guide the rest of the research project. 
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