
Death and the Internet

Consumer issues for planning and   
managing digital legacies



 

Death and the Internet 
Consumer issues for planning and managing 

digital legacies 
 

Dr Craig Bellamy, Dr Michael Arnold, Dr Martin Gibbs, Dr Bjorn Nansen, Dr Tamara Kohn 

June 2013 

 

 

 

 

 

 

 

 

 

 

 

         



Death and the Internet: Consumer issues for planning and managing digital legacies 

Authored by Dr Craig Bellamy, Dr Michael Arnold, Dr Martin Gibbs, Dr Bjorn Nansen, Dr Tamara 

Kohn 

Published in 2013 

The operation of the Australian Communications Consumer Action Network is made possible by 

funding provided by the Commonwealth of Australia under section 593 of the Telecommunications 

Act 1997. This funding is recovered from charges on telecommunications carriers. 

University of Melbourne 

Website: www.unimelb.edu.au 

Email: martin.gibbs@unimelb.edu.au 

Telephone: 03 8344 1394 

Australian Communications Consumer Action Network 

Website: www.accan.org.au 

Email: grants@accan.org.au 

Telephone: 02 9288 4000 

TTY: 02 9281 5322 

ISBN: 978-1-921974-14-4  

Cover image: Justine Donohue 2013 

 

This work is copyright, licensed under the Creative Commons Attribution 3.0 Australia Licence. You 

are free to cite, copy, communicate and adapt this work, so long as you attribute the authors and 

“University of Melbourne, supported by a grant from the Australian Communications Consumer 

Action Network”. To view a copy of this license, visit 

http://creativecommons.org/licenses/by/3.0/au/ 

This work can be cited as: Bellamy, C., Arnold, M., Gibbs, M., Nansen, B. and Kohn, T. 2013, Death 

and the Internet: Consumer issues for planning and managing digital legacies, Australian 

Communications Consumer Action Network, Sydney. 



i 

 

Acknowledgements 

 

The authors would like to express thanks to the ‘key informants’ in this study whose views were 

invaluable in guiding the direction of the report and helping us to map the complex terrain of 

managing digital legacies. Many of the key informants are from leading archives, telecommunication 

companies, religious organisations and online memorial companies but due to ethical considerations 

cannot be named personally in this report. The support from The University of Melbourne and, in 

particular, the Interaction Design Lab in the School of Computing and Information Systems has been 

invaluable through the provision of a supportive research environment. We would also like to 

especially thank the Australian Communications Consumer Action Network (ACCAN), who supported 

this research through their grants scheme and were proactive and generous in their impartial and 

professional feedback on drafts of the report.  

 

 

 

 



ii 

 

Executive Summary 

 

The growing use of software applications in the home, the workplace, and in public places has 

resulted in the increased production and use of personal digital files. These digital files may take the 

form of emails sent to colleagues, photos of family and friends taken on a camera or smartphone, 

music downloaded from a number of different services, or videos taken at weddings or birthday 

parties. In this environment of increased data production and usage, unavoidable questions arise as 

to what happens to these files when a person dies. This report considers this question in regards to a 

broad spectrum of digital media types and services with a particular emphasis on describing the 

current ownership and privacy issues, which are key to understanding how digital files may be 

bequeathed to another person.  

There is, in general, a lack of understanding about the rights consumers have over the digital files 

they buy or produce that has implications in the context of death. The purchaser of a physical 

product such as a book, a CD, or a DVD has certain ‘normalised’ rights over the product such as to 

give it to another person. This is termed ‘the right of first sale’. This allows for gifting, lending 

libraries, secondary markets of copyrighted work (such as book stores and second-hand record 

shops) and for bequeathing a collection of books or CDs to relatives and friends. However, regarding 

digital products and services such as eBooks and music streaming services a different set of distinct 

and separate relationships are in place and it is not always clear what the consumer’s rights are in 

the context of death and the bequeathment of digital items.  

Consumers need to be made aware that when they press the ‘buy’ button on an eBook or music file 

that they are not really buying anything at all. The appropriate term is ‘rent’ or ‘loan’ as there is 

usually no transfer of property in the transaction, only a limited right to use. In addition, the delivery 

methods of digital products are changing rapidly so increasingly there is no physical copy of the 

digital products, coupled with the inherent ‘right of first sale’ licence embedded within the physical 

copy. The situation is bound to become even more convoluted with the increase of cloud services to 

deliver entertainment and other software services where there is no transfer of a digital file or 

‘property’ in any meaningful sense of the word from one party to the other. Thus, the ability to 

bequeath something to another person is challenged if it is not owned in the first place, or if there is 

no local copy. 

The issues of ownership of digital files and their transfer to another person, contractual obligations, 

and the maintenance of digital files over time are key issues in the emerging digital economy. 

Although it is not possible to comprehensively explore these debates across all the industries and 

services that make up the digital economy here, what we can do is outline some of the innovative 

and practical responses to the management of digital legacies and the key issues that surround them 

for consumers. Some of these responses include new services to allow the download and storage of 

data locally and then the ability to request, for instance, that all the data held by the online services 

is deleted upon death. Other responses include ‘digital lockers’ where passwords and important 

digital files may be stored and accessed by an Executor of a Will, friend or relative upon death. Many 
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legal professionals and estate planners suggests the inclusion of a ‘digital registrar’ in a will that 

states the location and passwords of digital accounts with additional instructions such as ‘delete all 

files’ or ‘create an online memorial’.   

Digital files of all types now constitute an important part of our personal and family histories, thus 

the ability to transfer them to another person is of vital importance for the transfer of family 

heritage from one generation to the next. The loss (or at least changing nature) of certain property 

rights within the digital economy impede the ability to transfer some copyrighted material to others, 

thus consumers need to be aware of this and create strategies to prevent their important digital 

legacies being lost through non-transferability. Companies within the digital economy also need to 

make consumers aware of their rights over materials such as music and eBooks as there are still 

many misunderstandings about them that originate in the normalised copyright relationships of the 

pre-digital economy. Companies also need to create new products to make the task of planning and 

managing digital heritage easier and there are positive steps emerging in that direction. 
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Background and Context 

In previous generations only individuals with a public profile, such as politicians and leading 

entertainers, needed to be concerned about their posthumous media legacy. For celebrities a life in 

the public spotlight was a matter of record with key events, relationships and achievements 

recognised and documented for private and public purposes. For these individuals, a legacy of 

letters, papers, photos, films and other aspects of a prominently recorded life needed to be 

managed and curated for the historical record; perhaps to be donated to an institutional archive or 

given to family members for use in family histories and memoirs. 

It is arguable that today this situation has been democratised, and in a sense, almost everyone is a 

celebrity in so much as ordinary people are routinely creating a digital record of everyday life and in 

the course of everyday life are assembling a media legacy of considerable personal volume and 

importance. This digital legacy will commonly include email accounts of work-related or personal 

emails, social network accounts on services such as Facebook and Linkedin, music accounts on 

services such as iTunes and Spotify, images on services such as Flickr or Picasa, videos on services 

such as YouTube, documents of many kinds on cloud storage services such as DropBox – some of 

which may be encrypted, and books and newspapers on services such as Kindle. 

In this context, what happens to our ‘digital legacy’ upon our death, and how it may be passed from 

one generation to the next, has become an increasingly important question. Some aspects of our 

digital legacy may have a monetary value, such as online auction, gambling and financial accounts, 

and some aspects of our digital legacy are of personal value, such as videos, documents and photos. 

Digital technologies are increasingly utilised in daily life and are important records of a life lived, 

especially to friends and family who wish to remember us. Without considering the management of 

this digital legacy, there is a danger that it will become inaccessible and/or destroyed when a person 

dies. It is the responsibility of consumers to be proactive and manage their digital legacy, but digital 

services providers also have a responsibility to provide quality services, and locatable information 

and policies to assist in this process.   
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Methods 

This study of digital legacy has drawn from a mixed-method approach that relied on three sources of 

information. The first was information provided by ‘key informants’, that is, semi-structured 

interviews with a number of individuals in various professions and industry sectors that have expert 

knowledge of the issues surrounding the management of digital legacies in the context of death. 

These professionals included spokespeople for various religious groups, senior executives of 

telecommunications companies, estate planning lawyers, moderators of online memorial sites, 

Internet service providers, and national and institutional archives. For ethical reasons, and because 

of some restrictions by their employers, the informants’ quotes remain anonymous in this report. 

The second source of information was the literature on death, memorialisation, and digital legacies, 

and our interview questions and subsequent responses were contextualised within this literature. 

The third source of information was the existing terms of service and policies of leading social media 

and telecommunication companies that provide services relevant to digital legacies and digital 

memorialisation. 

Using this approach we were able to develop a generalised, conceptual understanding of the key 

considerations for bequeathing, memorialising, and preserving digital materials in the Australian 

context. Each digital media type, along with their associated industry and service provision, differ in 

terms of how they approach the death of a client and given this scope it is not possible here to 

provide a comprehensive view of the landscape. Nevertheless, some key and consistent issues 

emerge that primarily circulate around notions of ‘property’ and ‘privacy’. The issues associated with 

consumer rights in terms of ownership and transferral of digital files are emerging in debates in the 

US and EU, but have not yet matured in the Australian context. These debates have implications for 

the many issues associated with digital legacies and bequeathing digital materials. 
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Discussion 

Property and privacy 

There is a variety of different places where data may live and if someone passes away 

questions arise as to whose data it is (Chief Regulatory Officer, Major Australian Internet 

Service Provider). 

The question of who owns what in digital environments is complex and is an important 

consideration in determining what may be bequeathed to others upon death. Digital property may 

include emails, photos, blogs, web-sites and URLs, electronic documents, music files, content 

uploaded to social media accounts and so on. Ownership of digital media and the conditions of 

posthumous access to it will usually depend upon the particularities of the Terms of Use Agreement 

that were entered into when the deceased signed up for an online service. Overarching contractual 

rights, intellectual property rights, and various forms of copyright law further complicate the 

situation. In addition, digital media may be held locally on a hard-disc or may be held remotely on a 

server, very often in another country and in another legal jurisdiction. 

Conditions [terms of service] can change rapidly and often allow for retrospective re-writing 

of the conditions (Adjunct Professor of ICT, University of Melbourne). 

So while there are well-established procedures for locating, valuing and transferring ownership of 

physical property such a real-estate, cars and books, the task of locating, accessing and disbursing 

digital assets after death is often more difficult. For example, many online services (i.e. Facebook, 

iTunes) have Terms of Service agreements that disallow the transferring of an individual’s account to 

another individual. The companies in question have agreed to provide a service to a named 

individual: the agreement, and the service provided, terminates upon that individual’s death. Many 

years of photos, videos, text files and other digital files and documents uploaded to an online service 

may be lost forever if posthumous access to them is not arranged and local copies are unavailable. 

In physical items it is the physical item that embodies the licence and effectively the physical 

item is the licence, whilst in a digital transaction, the digital transaction defines the terms of 

the ownership, if any (Adjunct Professor of ICT, University of Melbourne). 

A common-sense solution to this problem that appears to be emerging is for individuals to provide a 

list of services (Flickr, PayPal, Facebook, Dropbox, etc.), and to provide the relevant username and 

password for each service, along with instructions for friends, relatives and the Executor of the Will 

to execute upon a person’s death. Common-sense though this may be, it is often against the Terms 

of Service of many US service providers (Gmail, Hotmail) who prohibit the transfer a username and 

password to a third party, and forbid any individual from accessing another person’s account, 

deceased or not. Other online service providers (particularly Australian providers such as iiNet and 

Telstra) do allow this and consider an individual who has been given the username and password to 

be an authorised agent of the account’s owner. Of course, for all practical purposes, the 

identification of the person using the username and password cannot be verified. 
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I can bequeath any physical item under my control before I die, but with non-physical items 

we usually only have a licence to use so it may not be possible to bequeath (Adjunct 

Professor of ICT, University of Melbourne). 

As with the issues of digital property rights determining what may or may not be done with digital 

files, privacy is also a key determinant in the Terms of Service policies that guide the use of social 

media and other software applications on the Internet. Much of the communication that occurs 

online is between one individual and another and is private in nature, thus Terms of Service policies 

are designed to protect the privacy of an individual, even in death.  

Email is a good example of this privacy issue. Email is one of the oldest and still most common 

communication modes on the Internet and like paper letters, emails are usually context-specific, 

personal in nature, and not meant for broader public consumption. Email services such as the US-

based Gmail and Hotmail are conscious of this and have strict rules that forbid access to the email 

associated with a deceased person's account. Thus emails will be inaccessible and destroyed if 

provision for preservation has not been made for them before the death of the account holder. This 

being the case, if someone wishes to bequeath their emails they must take steps to archive and 

store the emails locally, rather than relying entirely upon the email service provider to make them 

posthumously available.  

It is also good practice to keep private correspondence outside an employer’s email system and to 

use a separate email system for this type of communication. Work-related email systems will usually 

be subject to an employer’s own privacy and terms of use policies and employees may have little or 

no control over these. If work-related emails about specific projects or relationships wish to be kept, 

they may be downloaded and stored in the same context as other digital objects relating to the 

projects. This may be subject to legal constraints and taking particular care where property, such as 

trademarks and patents, are concerned is advisable. 

Wills and digital registers 

Although not well publicised, an emerging approach to managing digital legacies is the ‘digital 

register’. Passwords and account locations may be recorded in a digital register to accompany a last 

will and testament and agencies such as the State Trustees of Victoria do recommend this. A digital 

register contains the locations and passwords of online accounts so that the digital media and files 

that they hold may be given to friends and relatives. This register can be prepared by an individual, 

or can be prepared with the assistance of a legal specialist in wills and deceased estates. It is also 

possible within a digital register to request the closure of some or all online accounts upon death so 

that sensitive or irrelevant material is deleted. However, the ability to include a digital register 

within a will is generally not well-promoted by specialists in wills and deceased estates nor other 

institutions that manage the affairs of deceased persons. Although there is much information 

available online, such as templates and other guidance for creating a last will and testament, there is 

little in the way of guidance for the broader management of digital legacies. Thus it would appear 

much more educational work needs to be done in this regard. 
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We need to know who their next of kin is or who is the executor of their estate or what their 

instructions are for that data stored in their account (Chief Regulatory Officer, Major 

Australian Internet Service Provider).  

In order to partly address this issue, this research leads us to the following recommended steps to 

create a digital register within a will: 

 Identify Digital Assets: An audit needs to be done of all digital assets. These may include 

iTunes, Flickr, videos, Facebook, LinkedIn, domain names, blogs, web sites, email accounts, 

application software, eBay, PayPal, online gaming accounts, YouTube, eBay, phone apps, 

data held on the cloud, Amazon, Google Docs, Dropbox, and other data storing facilities that 

may be associated with work, hobby, or personal business. 

 Nominate a Digital ‘Executor’: A decision needs to be made about who is going to manage 

the digital assets upon the death of the individual concerned. This is usually the Executor of 

the Will. They should have the technical skills to locate and access accounts, to identify the 

files associated with these accounts, and to carry out instructions in respect of these files. 

Alternatively, a friend or family member may be nominated to assist in this regard. A digital 

register and associated instructions may be included as an appendix to a will, and like the 

will, should be kept in a safe place known to the executor. Commercial service providers 

(e.g. Security Safe or Legacy Locker) offer specialist services that will store important data 

and passwords that allow nominated individuals to access accounts and files in the event of 

death or disability. 

 List Locations and Access Methods: Details need to be provided on where to find digital 

property or assets, and clear instructions need to be given on how to access files and groups 

of files, and what to do with them upon death. It is important that information about 

locations, usernames and passwords are up-to-date and retained securely. Finding and 

gaining access to accounts after death can be extraordinary difficult, if not impossible, 

without this information. Enabling a digital legacy to be disbursed or deleted as appropriate 

also reduces the possibility of identity theft and the possibility of reputational damage and 

distress brought to friends and relatives should privacy be violated upon death.  

 Prepare Paperwork: If accounts are to be closed upon death, most companies require a 

formal process in which proof of death is provided (usually a death certificate or published 

obituary notice) by a person authorised to act on the deceased behalf (usually the Executor 

of the Will). They may also require proof that this person is authorised to act on the 

deceased’s behalf. 

Given the current possibilities and limitations for bequeathing digital assets, our research suggests 

consumers consider the following when preparing instructions in a digital register: 

 Decide what should happen to the content of files stored on cloud services, messages stored 

in email accounts, images stored in photo sharing accounts and so on. There may well be 

many thousands of files in these accounts, and providing individual instructions for each may 

be impractical. Thoughtful categorisation of files into archives is a useful thing to do for 

everyday purposes and will also make the job of deletion or disbursement of a digital estate 

much easier and more effective. 

 Decide whether to periodically create local archives (back-ups) of online personal files. This 

is increasingly easy to do and most of the larger social media and software companies now 
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offer a download facility. However, once the data is downloaded and stored locally it is also 

important to consider its safety in terms of privacy. If stored on a removable hard-disk for 

example, consider password protecting or encrypting the disk and keeping it in a secure 

place, or giving a second copy to a trusted friend or relative for safe keeping. 

 Decide if an individual social media profile will be deleted or memorialised (see Online 

Memorials section below for further discussion). Or, alternatively, if a memorial site would 

like to be established as a legacy. If converting or creating a memorial profile it is important 

to consider what content will be on display, who will be able to view it, and who will be 

curating or moderating any posts made to the site. 

Personal digital archives 

Another emerging approach to managing digital legacies is what many leading archives, such as the 

US Library of Congress and the National Archives of Australia, refer to as ‘personal digital archives’. 

As previously noted, digital technologies have impacted upon many aspects of contemporary society 

and economy and organisations have responded to the challenges of the storage of this data and its 

re-use by building digital repositories at an institutional level, and even at a national and 

international level. However, personal data – the data relating to an individual’s life – has until 

recently been neglected in the debates and practices about archiving. So, for example, it is only in 

recent times that online companies have provided facilities to download personal data for local 

storage and safekeeping. Some services include: 

 Facebook allows individuals to download nearly all the information they have shared on 

their timeline including photos. There are also expanded options that allow individuals to 

view cookies, logins, logouts and many other ways of interacting with the site. See: 

https://www.facebook.com/help/131112897028467/ 

 Twitter also now allows individuals to download their entire twitter archive from the 

beginning. See: http://blog.twitter.com/2012/12/your-twitter-archive.html 

 YouTube allows users to download and archive their entire YouTube uploads in the original 

uploaded format. See: http://12starsmedia.com/blog/how-to-download-archive-your-

entire-youtube-library 

 Also, Google’s take-out service is a welcome recent initiative which allows users to 

download and archive data from many of their Google services. See: 

https://www.google.com/takeout/ 

 Downloading and archiving Gmail or Hotmail accounts is a little more difficult as it requires a 

local instance of a software application such as Thunderbird to download all the emails so 

that they can be read and stored locally. Once emails have been downloaded, it is possible 

to export them in different formats and in complete folders. The emails can be associated 

with a particular project or a particular family member or friend. Other emails that are 

either personal or irrelevant can be deleted. 

 Another consideration in terms of creating local archives is making sure that local copies are 

in a format that can be used at a later date and are in the best possible quality. There are a 

number of considerations here but generally it is important that the files saved are in 

popular formats that are in general use, such as JPEG or TIFF in term of images, or MP4 in 

terms of video. However if a MS Word document can be saved as a plain text file without 

losing too much of its structure, then it should be saved as a plain text file. There are many 

organisations involved in digital preservation that have published useful tip sheets on 

https://www.facebook.com/help/131112897028467/
http://blog.twitter.com/2012/12/your-twitter-archive.html
http://blog.twitter.com/2012/12/your-twitter-archive.html
http://12starsmedia.com/blog/how-to-download-archive-your-entire-youtube-library
http://12starsmedia.com/blog/how-to-download-archive-your-entire-youtube-library
https://www.google.com/takeout/
https://www.google.com/takeout/
https://www.google.com/takeout/
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creating and maintaining digital archives, and the National Archives of the UK offer useful 

guidance on selecting file types. See:                                                                

http://www.nationalarchives.gov.uk/documents/selecting-file-formats.pdf 

 

In light of the fact that many of the practices and products associated with managing digital 

legacies are new and in flux, the digital archivists we contacted recommended that consumers 

be proactive and largely take responsibility for their own digital legacy. Consumers should 

periodically download and archive all digital files (photos, tweets, videos, documents etc.) and 

keep them locally on a portable hard-disk. Using this method it is possible to curate the storage 

disks in such a way that only the files that are wished to be included are available to the friends 

and relatives of the deceased. Sensitive or irrelevant information should not be included in the 

archive and may be deleted with the requested closure of online accounts upon death. Only the 

information on the curated storage disk will be available; perhaps for use in an online memorial 

or in a family archive. 

The stuff we create is often just the record of what we do and how we live our life and was 

never meant to be published and there are ethical questions about who should see what 

upon our death (Associate Professor, Digital Archives, The University of Melbourne).  

Once all the data is gathered in one place, it should be put into a simple folder structure. There are 

no strict rules here but generally the simpler and more straight-forward the better (such as ‘photos’, 

‘music’, ‘emails’ or ‘Project X’). ‘Metadata’ or contextual information about the items should also be 

placed in the folder so others know what it is. This may be in the form of a simple text file that 

describes what is in the folder, where it was created and why, dates, and any other important 

information considered relevant for use in a family archive. Google’s Picasa photo sharing system 

has face recognition software to automatically name-tag all the individuals in family photos. 

The digital archivists we contacted in the study also recommended considering issues of significance 

when consumers plan their digital heritage. Important events such as weddings, vacations, 

graduations, and other life achievements should be deliberated upon in the selection process.  

If it is important to you, you need to have a copy outside of that (online) system because in 

the future it may fail (Associate Professor, Digital Archives, The University of Melbourne).  

With all the data arranged in folders and in one place, it may be then placed on a removable storage 

disk. It is advised by archivists that storage devices such as DVDs, CD ROMS, and flash drives should 

not be used because they are fast-changing formats and may not be accessible in the future. Also, 

online cloud services and other digital repositories should be treated with caution as they also may 

not be around in the future. It is better to use two removable hard-disks, one to be kept in a safe 

location and one to be given to a trusted friend. In this way, if one of the disks is damaged, then 

there is a backup copy available. The disks must be updated regularly to make sure they contain 

relevant information, and also the actual disks should be replaced every 2-5 years. 

If you want to pull the data out of a system like Google and Facebook it is better to keep it in 

the standardised form in which it comes (in terms of file structures) as it will make more 

sense to people in the future, especially if new tools are developed to use it. Also describe 

http://www.nationalarchives.gov.uk/documents/selecting-file-formats.pdf
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where the data came from and what date it was downloaded (Associate Professor, Digital 

Archives, The University of Melbourne). 

Digital preservation is an active and ongoing process and it is important to intervene in the process 

and manage digital legacies over time. Another tried and trusted method is to print out important 

documents and images and store them in a filing cabinet as acid-free paper remains one of the most 

proven long-term preservation formats.  

Although personal digital archives are a practical response to the management of digital legacies 

and are one of the more promising solutions to the preservation of digital files over time, they are 

also highly reliant upon consumers taking the initiative and responsibility for their own digital 

heritage and the number of people who are actually doing this or plan to do this in the future is not 

really know. In addition, how individuals will repurpose the digital artefacts of the deceased in the 

future is also not clear. There is an opportunity for an institutional or commercial response to this 

problem in the Australian context; to create archival cloud-based preservation services that can 

guarantee to store and repurpose digital artefacts in the long-term with appropriate access, sharing 

rights, metadata, and preservation formats to insure their survival. 

Online Memorials 

Apart from challenging issues associated with the preservation and bequeathing of digital artefacts, 

a related consideration for digital legacies are the possibilities enabled by the Internet for 

communicating news of a death or commemorating the life of the deceased. The death of a person 

can easily be announced or discovered through an online service such as Facebook, LinkedIn, or 

Twitter; whilst the life of a person can be commemorated through a growing range of online 

memorial services.  

Online memorials are an extension to previous memorial services and for a small cost allow a 

broader public reach (General Manager, An Australian and New Zealand online memorial 

service). 

The first dedicated online memorials appeared in the 1990s, were usually associated with funeral 

directors, and were primarily stand-alone web pages build by technical savvy individuals for their 

own family members or friends. A number of companies subsequently offered memorial services to 

individuals, again usually associated with funeral directors, but also as standalone systems that were 

not always tied into the funeral service (e.g. Much Loved, Heavenaddress.com, 

Onlinememorials.com.au, Legacy.com). 

Online memorials are about how people cope once someone dies (Chair, An online memorial 

charitable Trust, UK). 

In recent years, with the rise of social media, the trend to ‘memorialise’ personal profiles, 

particularly on Facebook, has emerged. Facebook was designed to support social connections 

between the living, yet the popularity of the site over its 10 year history has led to an accompanying 

growth in the numbers of deceased users – currently estimated at 30 million (Kaleem, 2012). The 

initially unforeseen issue of what to do with the profiles of the dead has evolved over time and 

continues to redefine the operation and use of Facebook. The shift in Facebook policy from 
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deactivating deceased accounts to placing them in a ‘memorialised state’ occurred in relation to a 

number of significant events and user responses, including the death of a Facebook employee in 

2005, the Virginia Tech massacre in 2007, and the introduction of functions that generated 

suggestions to ‘reconnect’ with friends (including dead ones) in 2009  (Fletcher, 2009; Kelly, 2009). 

At the time of writing this report, Facebook was the only high-profile social media company to 

seriously articulate policies and provide services for ‘memorialisation’ of user profiles, partly 

because of the size, nature, and public profile of the company. This policy and service could be 

considered industry best-practice and as with Google’s ‘Interactive Account Manager’, it is hoped 

that other companies provide similar services to sensitively manage processes associated with the 

death of their users. 

There are two options for the management of Facebook accounts after someone dies (with the 

appropriate evidence supplied by relatives or friends). A profile can be deleted entirely or it can be 

converted to ‘memorial status’. Consideration needs to be given as to which of these alternatives is 

appropriate and instructions perhaps provided before death as part of a digital register (there is no 

facility on Facebook to provide these instructions before death). (See: 

https://www.facebook.com/help/) 

There are issues about who takes over a site, such as a Facebook profile of someone who 

dies, and this is not an easy decision (Chair, An online memorial charitable Trust (UK)). 

Family conflict, based around second marriage and children from various marriages may 

cause conflict if the site is not moderated carefully (General Manager, An Australian and 

New Zealand online memorial service). 

If the profile remains active in memorial status, it may be used by friends as a place to gather and 

reminisce, and as an ongoing reminder of the life that was lived. Indeed, many people cannot bear 

the thought of closing down the page of a loved one, particularly where social networking was 

important to the relationship.  

Be aware, however, that online memorials open to the public may become a target for online 

vandalism – such as so-called R.I.P trolling – some of which can be very hurtful, whilst memorials 

with appropriate privacy settings may become a site for family disputes to be played out. This means 

that moderation (that is, editorial control) of comments on the site is required to ensure the 

appropriate tone and content is used, and someone should be delegated to perform this task (again, 

perhaps noted within a digital register). In the case of commercial online memorial services, 

moderation is usually done in-house by the service-provider.  

Sometimes people don’t have someone to talk to and online memorials are a way of 

communicating with others. But some online memorials are used to vent family issues so 

moderation is important (General Manager, Australian online memorial company). 

When a Facebook account is in ‘memorial status’ new friends are unable to connect and automated 

prompts and reminders relating to the profile will cease. The memorial site remains available at 

Facebook’s discretion, and there is no guarantee that the memorialised profile will be available 
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indefinitely into the future. This is why personal digital archives are important and local copies of 

photos, videos or other data should be stored safely on a removable disk. 

Despite the growth in Facebook memorials and other online memorials, their use is still fairly new 

and evolving and is not yet normalised in the same way as traditional memorial practices. As a 

result, online memorialisation has been subject to public debate and controversies around issues 

such as appropriate conduct and interaction and responsibility for administration and moderation 

(e.g. Kohn et al., 2012). Again, managing a digital legacy means that due consideration to all of these 

issues needs to take place before death. 

...technology must not take over the character of the (funeral) occasion and this is not a 

problem of the technology, but how is how it is applied. Place, community, and embodied 

relationships shouldn’t be discounted by the abstract, disconnected nature of the online 

memorial (Senior representative, Church of England, Melbourne). 

There has been a substantial shift in funeral services towards the celebration of one’s life 

away from fear and judgement. More symbols of one’s life are used in a service; 

photographs, videos etc. and at least half or more funerals have an audio /visual aspect to 

them now (Catholic Priest, Melbourne). 

As previously noted, the online memorial services that commercial companies provide typically may 

form part of a funeral package or may be offered as a separate service. The providers of these online 

services may be located in Australia or any other country. From our discussions with individuals 

within the online memorial industry we discovered that typically, the sorts of features that are 

offered include: 

 Profile page of the deceased person 

 Photo and video publication 

 Obituary publication 

 Comments; usually open to the public but moderated by the service provider 

 QR code (or advanced barcode) that can be placed on publications or even the gravestone of 

the deceased that allows individuals to easily find the memorial page 

 The ability to interact with the memorial page through such activities as lighting a virtual 

candle or watering a virtual tree 

 Donation to a charity, such as one associated with the cause of death of the deceased, or 

one they played a part in whilst alive 

 Online communities, such as the Australian Defence Force, which honour the memory of 

individuals who died in conflicts. These communities may be moderated by a representative 

from this community 

 Promotion of the memorial profile through such features as share-buttons for Facebook, 

Twitter, or other social software sites 

 Hosting of the memorial site in perpetuity for a once-off initial fee 

There are a number of considerations for consumers when deciding upon an appropriate online 

memorial service, one of which is the sustainability of the memorial profile itself. Although many 

services may claim that they will host the memorial page ‘forever’, this is very unlikely in practice. 

Technical factors may well limit the life of the site as web-serving technologies are fast evolving and 
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neither hardware nor software have a useful life extending to decades. Companies must be trusted 

to continually migrate the content of memorial sites to contemporary software and hardware 

platforms – which can be a costly business. For a memorial to be guaranteed into perpetuity, it 

requires the guarantor to survive into perpetuity, and already a number of online memorial 

companies have gone out of business. Consumers should check the health of the company through 

assessing how many memorial pages are hosted and check that protocols are in place to migrate 

sites to new technologies when required. As always, it is good practice to keep local copies of text, 

images and other media types that are submitted to a memorial (or any other site) within a personal 

digital archive so that they may be bequeathed to others family members or friends.  

We have a 10 year end point on our memorials because we thought this was ample time for 

bereavement but at the end of ten years people can keep it if they want (Chair, An online 

memorial charitable Trust (UK)). 
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Issues in Bequeathing Key Digital Media Types 

In this section of the report we describe some of the common media types used by consumers and 

the challenges relating to them in terms of bequeathing them to others. There are many limitations 

to the bequeathment of digital media to others and, as previously noted these limitations are 

associated with some defining issues of the digital economy: property and privacy. There are, 

perhaps predictably, numerous misconceptions circulating in the popular press, perhaps originating 

in the pre-digital era, about the assumed property rights that consumers have over digital media, 

especially music and ‘the right of first sale’ (i.e. to give or sell copyrighted material to someone else) 

(e.g. Bradgate, 2010). But the general rule is that unless the music was written by the individual 

consumer, then it is not owned by the consumer and again if there is no physical copy, then there is 

no ‘right of first sale’ (nor bequeathing to others). This general rule may be applied to other media 

types as well, although with some media types (or communication mechanisms) it is not issues of 

property that are key, but issues of the protection of individual privacy. 

In the following we list some of the important issues in key media types as they relate to death, 

bequeathing and privacy. This is by no means an exhaustive list; nor are the issues we flag stable or 

resolved. The digital economy is contested and in flux and many of the processes that deal with 

digital media in the context of death do not have a developed legal framework, business processes, 

or social norms to guide practice. From our research into the terms of service of the key players 

associated with each media type, coupled with discussions with the key informants who contributed 

to the study, we outline the issues relating to the bequeathment of key digital media types.   

Music  

Digital music is often licensed for individual use and thus cannot be bequeathed upon the death of 

an individual (i.e. iTunes, Spotify). The copyright of the digital music is held by the person who 

created the music and the licence allows consumers to listen to the music. Companies such as Apple 

have complex consumer software licences that once clicked are binding, and certain legal rights are 

given away (as when a document is signed). In effect, when using a service such as iTunes the 

individual is entering a contract with Apple and the contract, or ‘Terms of Agreement’, outlines what 

can and cannot be done with a digital file. The licences are in place to protect the producers of the 

music, who give it to Apple under the provision that Apple will protect their interests, as well as the 

interests of the consumers. 

It is important to note that under Apple’s Terms of Agreement Apple will not replace digital files and 

files can only be downloaded once, thus any transfer of files is potentially illegal under US copyright 

law. If a file is lost, Apple will not replace it, thus personal backups are important. Indeed, when an 

item is ‘purchased’ from iTunes, it is not actually ‘owned’ by the individual who purchased it. The 

individual is paying for a licence to listen to the music, not to own its content, as the content is 

owned by the artist, or company, who owns the copyright. 

Other companies have different consumer software licences that vary according to what can be 

done with a digital file (such as Creative Commons licences). It may be the case that a digital audio 
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file is in the public domain and thus has few or no intellectual property rights upon it. This means, in 

effect, that the music can be used by the public in certain ways, but cannot be owned by an 

individual and thus cannot be bequeathed in a will. 

Images 

Copyright of a photograph is owned by the individual who took the photograph, unless the rights are 

specifically given to another. Uploading a photo to the web doesn’t change this and copyright is 

retained by the photographer. Thus photos can be bequeathed to another person in a will and many 

professional photographers, who earn a living from their photos, do this as a matter of course. 

In the case of popular services such as Flickr, users may choose an All Rights Reserved licence for 

their uploaded photos, or a Creative Commons licence. A Creative Commons licence is a series of 

licences that limits what users may and may not do with photos, such as reusing them for 

commercial purposes or using them without attribution. 

 

In the case of other popular systems for publishing photos, such as Facebook, the copyright is still 

owned by the photographer. The Terms of Service grant Facebook the right to reuse your 

photographs in certain features of the system, but this is primarily determined by the user’s privacy 

settings. Other systems may have differing copyright provisions and it is always prudent to check the 

Terms of Service before uploading images to a particular service. 

In many communities around the world, photos have come to play a significant part in the 

documentation of family history, and considering how they will be maintained and bequeathed is 

important. Although online systems are convenient places to share photos, they are often published 

in a compressed and low-quality format. It is best practice to retain copies, in the best quality 

possible, along with the important information about where they were taken, dates, and people in 

the photo. Many digital cameras allow ‘metadata’ (descriptions about the photo), to be written into 

the file, or this can be done once the file is transferred to a computer.  

When an Aboriginal person dies, it is a major event and people will travel from all over the 

region to attend. If someone cannot attend, then they will send a fax to apologise. The 

funeral is a very social event and at the event a Memorial Booklet of their life story is often 

produced. The Memorial booklet may contain several pictures of the deceased and this is one 

way in which the practice of forbidding the public display of images of deceased Aboriginal 

people is changing. Another way is that family members may keep one or more photos of the 

deceased for viewing privately, but the main issue is most remote aboriginal groups do not 

allow the photographic representation of Aboriginals who are deceased, but this may differ 

from region to region (General Manager, Indigenous association in remote Australia).  

Video 

As with photos, the copyright of videos uploaded to popular systems such as YouTube is usually 

owned by the person who recorded the video, so videos may be bequeathed. However, once 

uploaded many of the exclusive rights that the individual has over the video are granted to YouTube 

(as outlined in the Terms of Service). YouTube may, for example, republish your videos in other parts 
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of the YouTube system, and use your videos to raise revenue through adding banner advertisements 

to them. However, the licence that YouTube has to use your videos is terminated once the videos are 

deleted from the service. YouTube’s Community Guidelines and Terms of Service give further 

guidance on this topic. 

Along with photos, videos now form an important part of family history so it is important to consider 

their long term maintenance. As with photos, it is best practice to keep the best possible copies of 

the digital files in a local folder using popular formats such as MP4, ensuring that additional 

contextual information accompanies the videos to enable future generations to appreciate their 

content. 

eBooks 

As with digital music, eBook files are usually licensed for individual use and cannot be bequeathed. 

The terms of service give you the right to use the file, that is, read the book, but you do not own the 

file: your right to read may expire on a certain date, and the file can often only be read with 

proprietary combinations of hardware and software, such as Kindle. In some cases your licence may 

be extended to friends or family, but the ownership of the file still remains with the e-publisher. An 

important exception to this are books that are out of copyright and have been digitised and made 

available under a Creative Commons licence by organisations such as Project Gutenberg and Google 

Books. These copies may be bequeathed as in effect they are not owned by anyone. 

There are many advantages to eBooks, but bequeathing is not one of them. If an individual is 

concerned about the inter-generational longevity of their library, it is best to buy physical copies of 

the book in the first instance, and not the eBook version. The physical copy can then be bequeathed 

in a straightforward fashion. Books are an important component of intellectual development and 

again form an important component of family history. The seminal and important books that one 

reads and wishes to pass to others should be in physical form. 

Email 

Email is one of the more problematic communications applications on the Internet in terms of 

privacy, bequeathing, copyright, ownership, and archiving. It is also one of the oldest and most 

popular uses of the Internet with many personal archives dating more than 20 years. It is seen by 

many as a more mature person’s medium as younger generations have in large part moved to social 

media for communications. It is also more likely to be used for professional as well as personal 

purposes. In terms of archiving, many large organisations will store emails for a defined period of 

time. But there are no certainties of this, and emails will usually not be stored indefinitely. 

There are many issues in the preservation of emails in large companies and many of them 

are technical (Associate Professor, Digital Archives, The University of Melbourne).  

An important fact to consider is the distinction between emails that are sent for professional 

purposes and emails that are sent for private correspondence. Many organisations have policy 

recommendations that advise under what conditions, if any, company email may be used for private 

purposes, and some organisations require that personal communication not take place on company 



15 

 

email systems. Even where this is not the case, individuals who want their personal emails to remain 

private will usually maintain a private email account (on say Gmail or Hotmail) in addition to their 

company email account. Privacy concerns arise because many companies will monitor all emails on 

their email systems to check compliance with broader company policies. 

Thus there are a number of things to consider when bequeathing email. Email may well be personal 

correspondence intended for the recipient only, and one may wish to think carefully about archiving 

this correspondence, and if archived, to whom it is to be bequeathed. Personal correspondence 

between siblings, partners and friends may well constitute a valuable archive to pass to loved ones 

but some email should be considered private, even in the context of death.  

There may be mechanisms in place for intergenerational transfer of materials but there also 

needs to be a respect for the record and the personal stories that they represent (Associate 

Professor, Digital Archives, The University of Melbourne).  

Organising personal and professional correspondence in a thoughtful way is necessary if it is to be 

effectively archived and bequeathed (and again the responsibility here falls upon the individual). 

Most locally installed email clients enable emails to be stored in nested folders, and the structure of 

these folders should clearly separate out different categories that represent the context in which the 

emails were produced and lay out a coherent history of correspondence. In this way the archived 

email will be comprehensible in the future not just to the author, but to the beneficiary.  

Email needs to be separated between a business environment and a personal environment. 

The data in an email account usually belongs to the account holder but in a business there is 

an argument that the email belongs to the company and it may be very difficult to gain 

access to company email if someone has left that company (Chief Regulatory Officer, Major 

Australian Internet Service Provider). 

If individuals want their emails to be readable for decades or more, they should be saved in an 

archival format, such as plain text, rather than the email program’s proprietary format. All 

proprietary formats are subject to rapid obsolescence. 

Mobile accounts and texts 

The procedure for dealing with mobile phones and the SMS texts and data that they contain differs 

between service providers but in general the larger service providers have established policies to 

deal with the death of a client (Optus, Telstra). Procedures usually require the next of kin to contact 

the service provider on their customer support line and notify them of the death. The next of kin or 

authorised representative must provide the appropriate evidence of death, such as a funeral notice, 

a death certificate, or a statutory declaration confirming authority to act on behalf of the deceased. 

The next of kin or authorised representative is then required to complete and submit a form 

outlining what is to happen to the particular accounts. 

There are usually two options for dealing with a deceased person’s account; the account may be 

closed, final bills paid and all data (text messages, favourites, contacts, recent calls etc) is then 

deleted. However, accounts may also be transferrable to the next of kin by the authorised 

representative so that the service is continued. This means that the same mobile phone number is 
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retained and call records, text messages and so on may also remain available. Text messages are 

usually stored on the phone, so if the next of kin has access to the phone and the phone password, 

they will also be able to access the texts. 

Telecommunications providers do not provide a service for a client to request that their phone 

account be deleted upon their death, which does raise some privacy concerns. However, even if this 

was the case, there is still the possibility that the next of kin and authorised representative can have 

access to the phone handset itself, and if unlocked, will be able to access texts, recent calls, contacts 

and so on, regardless of the telecommunication company’s policies. 

Telstra doesn’t require a death certificate but the customer must have the appropriate 

authority such as Executor or be the Next of Kin. The account can be either closed or 

transferred to another individual after filling in a form or through ‘voice signature’. A 

password holder is an authorised user and can change details on an account and it is 

transferable (Senior Executive, Major Australian Telecommunications Service Provider). 

Web sites and domain names 

Web sites and domain names may be bequeathed to another person with instructions given in a will 

and accompanying digital register. The regulator of domain names in Australia, auDA, has a policy 

for transferring ownership of domain names to a deceased person's estate that applies to the 

particular registrar with which the domain is located (such as Melbourne IT or Netregistry). In the 

event of an individual’s death, the domain registrar should be contacted and appropriate evidence 

of death supplied. It is then a matter of transferring the domain name and the account associated 

with it to another person (there may be a fee for this service). 

Another important consideration here is that the domain registrar and the web site host may be two 

different companies. If this is the case, the web site host will also need to be contacted and again, 

appropriate evidence supplied. Access to the web site files can be granted to next of kin or 

nominated person and the account’s name and files transferred to the nominated person. 
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Future Implications 

Given the size of the digital economy and the plethora of services and products now available to the 

public it is difficult to prescribe a simple fix to the fact that inevitably users of these services will die. 

However, this is not to say that developers of software products and services could not do more to 

consider the issues that will only become much more acute in the future. There have been many 

promising responses to digital inheritance and memorialisation, with products such as Google’s 

Inactive Account Manager recently becoming available and other services such as Facebook, 

YouTube, and Twitter providing first-rate facilities for users to download and store data locally. It is 

uncertain if individuals are actually using these services and taking proactive responsibility to store 

their important digital items locally or consider the privacy implication of their data in the context of 

death. More research needs to be done in this regard before, as a society, we come to realise that a 

great deal of our collective, family and personal histories that have migrated to the Internet have 

become lost or inaccessible  

Some pending issues include: 

 Many online systems and service providers do not have procedures in place to cater for the 

death of a user. The ability to designate an inheritor of personal data files or to request their 

deletion, according to the user’s preferences is missing in many systems and services. 

Google appears to be one of the only innovators in this regard (through its Inactive Account 

Manager). The lack of these services creates privacy concerns for the deceased and 

unnecessary complications for the next of kin. 

 There are significant internal inconsistencies and recourse to ad-hoc arrangements in how 

some companies deal with the death of a client, especially relating to personal data.  

 A lack of clear or consistent options from service providers means that individuals need to 

take responsibility for their digital assets. Most importantly, this includes creating and 

maintaining a local archive of important digital assets, making decisions in regard to the 

disbursement of them, and leaving clear and accessible instructions to enable them to be 

accessed, deleted or disbursed as appropriate.  

 The importance of creating personal digital archives is not well-established in the popular 

imagination and the products and services available to facilitate this are inadequate. Digital 

service providers could offer much more leadership in this respect. There are also neither 

established mechanisms nor customs for re-repurposing the digital artefacts of the 

deceased. Best practices such as personal digital archives are still evolving, and must be 

assembled from multiple sources. 

 Protocols and practices for bequeathing digital assets alongside material and financial assets 

in the context of a legal will and ‘digital register’ needs to be further developed by relevant 

agencies. Concepts of digital property and the rights consumers have over digital files are 

not always clear and consumers need be aware of what can and cannot be bequeathed. 

 The governance of memorial sites is generally a shared responsibility undertaken by the 

proprietors of the online memorial sites and the friends and family of the deceased. There is 

potential for vandalism and for conflict on these sites and they need to be carefully 

managed. 
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 If legal cases in the EU and law reform debates in Australia (Copyright and the Digital 

Economy, Australian Law Reform Commission, Issues Paper, 29 June, 2012) alter notions of 

the right of first sale to extend to digital products such as software, eBooks, and music this 

will have significant implications for bequeathing some digital products (see Further 

Reading). 
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Further Reading 

The literature on, and implications for, digital legacies is broad, covering many fields and disciplines 

of research. There has been growing interest within the archival, library studies and digital 

humanities communities about the issues that surround the preservation of personal data and the 

creation of ‘personal digital archives’, but few studies focus specifically on death and bequeathing 

data and digital files (except for the work of Carroll and Romano, 2011).  

The larger body of work on online memorials has largely been positioned within a research approach 

that considers the psychology and sociology of grief and support and this connects with a wider 

literature in the social sciences that examines death, grieving and memorialisation (e.g. Aries 1983; 

Hockey, Komaromy and Woodthorpe 2010; Kellehear 2007; Robben 2004). 

Studies of online memorialisation have looked at the use of online sites for things such as sharing of 

grieving, remembering, commemorating and providing social support (e.g. Jones 2004; Roberts and 

Vidal 2000; Sofka 1997; Veale, 2003, de Veries and Rutherford, 2004). More recently, following the 

popularisation of social networking sites, attention has turned to social networks with particular 

focus on the practices of teenagers (Carroll and Landry, 2010; Williams and Merten, 2009). 

Computer interaction and interface designers have also become increasingly interested in 

addressing the many design challenges presented by the development of online memorial practices 

(Brubaker and Hayes 2011; Gibbs et al. 2012; Mori et al. 2012; Odom et al. 2010). 

There are also a number of reports that discuss, broadly, consumer rights in the digital economy, 

such as the Robert Bradgate’s Consumer Rights in Digital Products report prepared for the UK 

Department of Business Innovation and Skills (2010). Bradgate discusses the issues of tangible and 

intangible goods and the contractual rights that are lost or transmuted in digital products, which has 

numerous implications for bequeathing digital products. The main contention in legal debates in this 

area appears to be the ‘right of first sale’ (or ‘exhaustion of rights’): the rights that are lost when a 

copyrighted material is sold in digital form and not physical form. It is legal to sell a copyrighted copy 

of a CD or book, but illegal to sell the same version that is in digital form because the licencing 

arrangements when it was ‘purchased’ (or loaned) are different. The ‘first-sale’ doctrine is limited to 

physical items and there are contrasting and still unresolved approaches between certain courts in 

the EU and the US on the sale (and transfer) of second-hand digital assets. Legal cases include 

Capitol Records LLC v ReDigi Inc, in the USA, where a US district court in New York ruled that ReDigi, 

the operator of an online marketplace for second-hand music downloads, is liable for copyright 

infringement. In the EU, the Court of Justice in the European Union is taking a divergent approach in 

terms of allowing the right of first sale for software (UsedSoft v Oracle, C128/11). 

In Australia, the Australian Law Reform Commission (ALRC) is currently reviewing the Copyright Act 

1968 to consider whether existing exceptions in the act are adequate and appropriate in a digital 

environment. In a submission to the ALRC’s Issues Paper, Copyright and the Digital Economy Issues 

Paper (IP 42), the Digital Policy Group of The Australian Interactive Media Industry Association 

(AIMIA) – which counts eBay, Facebook, Google and Yahoo!7, among its members – proposed that: 
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…the ALRC introduce an exhaustion of rights doctrine in Australia in order to facilitate 

secondary markets for software, digital works and subject matter other than works and 

product that embody software material. The ability of a copyright owner to restrict the 

transfer of copyright interests as currently permitted under Australian law is a restriction on 

the ability of an individual or small business to legitimately trade in items of value (p20). 

If the Australian Copyright Act and in particular, the right of first sale doctrine is altered to 

accommodate digital products, this will have repercussions for bequeathing digital products, 

particularly eBooks and music. This review was in progress at the time of writing this report. 
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