
Privacy thoughts, 

leakage 
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Laboratory Face Recognition Results 
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Online services and apps leak privacy  



Personal information leaks directly 

and indirectly from all layers 

 

Transport protocols Transport protocols 

IP IP 

3G . . . Fibre   . . . 
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How can we discover links between people                      

from their Wi-Fi access history?  
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SSID: mydeardog 

SSID: sydneyUni 

802.11 probe 

request  

broadcasts 

known SSIDs  

Wi-Fi history as a Fingerprint  

mydeardog 

sydneyUni 

toger's wifi 

kati's wifi 

jim’s shack 



Your apps are 

collecting your data 



Apps request permissions at install time 

yes / no decision, no room for negotiation 

 

Solution: an app that lets users take 

control of their privacy 



 
Manage your privacy 
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Manage your privacy 

 

Customised 

privacy 

settings 



 
Manage your privacy 

 

Alert user 

when 

resource is 

accessed 



From imagination to impact 

For further information, please see: 

http://nicta.com.au/research/projects/trusted_networking 


